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1. Cnocobbl nHTerpauum

1.1. NopgkntoueHue yepes SimpleAPI

MoakntoueHme yepes SimpleAPl no3BonseT paboTaTb TO/IbKO Yepes naaTerKHyto Gopmy Ha CTOPOHE na-
TEXHOro W/t3a, 3TOT cnocob NoaxoAnT AN 6ONbLINMHCTBA TUMOB 3/IEKTPOHHOW KOMMEPLUMN.

SimpleAP| no3sonseT npomnssect 6a30BYyt0 MHTErPALMIO U Ha4yaTb NPUHUMATL NJATEXKM 32 HECKOJIbKO
4acoB., NPM 3TOM 0CTATOYHO 3HAHMA ocHoB HTML.

Mpu oTnpaBkKe 3anpocos Yyepes SimpleAP| B wto3 Gateline He TpebyeTca nognucaHune 3anpoca SSL cep-
TUOUKATOM, a TaK}Ke peaupeKT NaaTesbLMKa Ha NaaTeKHYo GopMy NPOMCXOANT aBTOMATUYECKH.

Takasa cxema paboTbl NOAXOAMT KaK A5 HEOONbLINMX MHTEPHET-MArasnHOB, KOTOPblE NPOAAOT e4MHMULbI
HaMMeHOBaHMWIA 1 YNPaBAAIOT BblAayei ToBapa B PYYHOM pexume, Tak U asa 6osiee KpynHbIX, rae noaaep-
YKMBAETCA KOpP3MHa M aBTOMaTMYeCKas BblZaya ToBapa Npw yCreLwHom onaare.

1.2. MNoaxntouyeHue yepes API

MoaxntoveHune Yepes APl 3aHMMaeT bonblue BpemeHn 1 TpebyeT bosee emKoI MHTerpaumm MHTepHeT-
MarasuHa ¢ naaTexKHbIM Wao3om Gateline. Takoi TMN NOAKAOYEHWNA CTOUT PaccMaTpmMBaTb, €CN NPeabaB-
naetca xota 6bl 0g4HO U3 TpeboBaHWIA:

e [loBblweHHble TpeboBaHMA K HezonacHoCTH;

e IHTerpaums c cCObCTBEHHOW CUCTEMOM y4eTa NPoaaxk;

e PaboTa no cxeme ¢ NPMBA3KON KapTbl MAM NPSMOTO NPOLECCUHTa;

e Pabota c bpeHaMpPOoBaHHON NaaTeXXHON GOPMOIN KaK Ha CTOPOHE MAaTEKHOTrO W33, Tak U Ha
CTOPOHe MHTepHeT-Maras3mMHa TOProBo-CEPBMCHOIO NPeaNpPUATUA;

o oageprkka dpuckanmsaumnm (©3-54);

o [opaepKka “gnmHHOM 3anncn”

e  KOHTpO/b Hag 3aKa3om (KAMPUHT, OTMEHaA, BO3BpaT) cpeacTsamm API;

e Pabota c 6peHaNpPOBaHHOM NaaTeKHOW Gopmon.

1.3. CpasHuTenbHaA Tabnuua cnocoboB MHTErpaLyUmn

SimpleAPI API
MoaknioueHune
Bpemsa nogkntoueHmna 1-4 yaca Ot 1-2 gHA
CNoXHOCTb NOAKAKYEHMA Huskaa Bbicokas
Tpebyetcs cepTMvdMKaT Ons B3au- HeT fa
moaencTema
OCHOBHbIE BO3MOXXHOCTU
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AHTndpos Ectb Ectb
3D Secure Ectb Ectb

“YMHbI npoueccuHr” TonbKo no cTpaHam MonHbIN
“0NNHHaA 3anucb” Het Ectb
YcTaHOBKa IMMUTOB Ectb Ectb
AKTUBaUmMA KapT Ectb Ectb
3anpoc noATBepXAeHMA onaaThbl Ectb Ectb
YBegomnenua E-mail, HTTP HTTP

NoTpaH3aKLMOHHAA CBepKa

Yepes Beb-nHTEpdENC

Yepes Beb-nHTEpdeiic 1 API

MNpoBeaeHWe onepaunin Hag naa-
Texamu

Beb-nHTepodeiic

Beb-nHTepdodeiic, API

Knnpuur

ABTOMaTUYECKUI, OT/IOKEHHDIN,
py4yHoW (Beb-nHTEepdeiic)

ABTOMATUYECKUIN, OTNIOMKEHHbIN,

py4Holi (APl, Be6-uHTepdelic)

Cxembl paboTbl

MnaTterkHaA cTpaHuLa

MnaTerkHas cTpaHULa, NPAMOK
NPOLLECCUHT, NMPOLLECCUHT C NpK-

BA3KOM
Onnata yepes CBIN Ectb Ectb
OnnaTta yepes GDS Het Ectb
MNoppeprkka 54-d3 Ectb Ectb

MnareXkHasa cTpaHuuUA

NHaMBMAYyanbHbIN An3aiH EcTb
MynbTUA3bIYHOCTb Ectb

MNopaeprkka MOBUABHbIX
Ectb

YCTPOWCTB

Be6-uHTepdeiic
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Paspgenenune poctyna Ectb
YnpasneHue 3akazamm OTmeHa, BO3BpaT, YaCTMYHbIA BO3BPAT, CNMCaHME
Cratnctnka npogaxx EcTb
AHaNUTHKA EcTb
MNMognpoeKTsbl EcTb
Cron-aAuncTol EcTb
MOHUTOPUHI COCTOAHUA EcTb

1.4. ¢yHKU,MOHaanbIﬁ BO3MOXXHOCTU N1aTeXXHOoro Lwako3a
14.1. Aumudpoa-cuctema

Cucrema MCNONb3YyeT ABa MeXaHN3Ma AHTM¢pOA-3aLLI,MTbII

e CKOpPWMHroBas cucTeMa, KOTOPasA OLLEHMBAET PUCK MPOBEAEHUA TPAH3AKLMN NO KaXKA0MY 3aKa3sy
W peasn3oBaTb OnpeaesieHHble aaropuUTMbl Mo 06paboTKe AaHHbIX 3aKa30B;

e MexaHM3M CTOM-IUCTOB (OTK/AIOHEHME TPaH3aKLUMi NO HoMepy KapTsl, IP-agpecy 1 apyrum na-
pameTpam).

14.2. MexaHusm 3D Secure

[NaBHbI COBPEMEHHbLIN MHCTPYMEHT g5 obecrnedeHns 6€30MacHOro NpMema NAaTeXKen U CHUXKEHUs
KOJIMYEeCTBa MOLLIEHHMYECKUX TPaH3aKLM — 3To mexaHun3m 3D Secure (MasterCard SecureCode u Verified by
Visa).

CoBepluan nnaTex, KANEHT HanpasaseTca Ha caiT 6aHKa, BbINYCTUBLUErO KapTy, rae NPon3BoANUTCA ero
ayTeHTUdMKauma. Mog 3Tum 0bbIYHO NOAPA3yMEBAETCA BBOZA NAATEKHOrO Napons MAM 04HOPA30BOro na-
pons u3 SMS-yBefoMNEHNA, HO pPeann3auma MOKET 3aBUCETb OT BaHKa-aMUTeHTa. Taknum obpasom yaocTo-
BEPAETCA, YTO KapTOW No/b3yeTcs ee BAaAesel, a He 3/10YMbILUIEHHUK.

3D Secure N03BOANAET He TONIbKO YMEHbLLWAUTb PUCK d)po,u,a, HO 1 BO MHOIMNX Cny4aAaX NO3BOJIAET NepeHe-
CTW OTBETCTBEHHOCTb 3a l'IZ:I[.')FI,H'(6GKVI C MarasuHa Ha 6aHK-3IMUTEHT.

1.4.3. YMHbIA NPOLECCUHT

HecmoTps Ha Bce npeumyuiectsa 3D Secure, 3TOT MEXaHW3M YCIOXKHAET NpoLeaypy onaatbl AN Kau-
€HTa N MOMKET CNYKNUTb MPUUYMHON 3HAUUTENBHOTO CHUMKEHMA KOANYECTBA YCnewHbIX naatexen. OnTumanb-
HOW cTpaTernen aBnseTcA Ucnonb3oBaHue 3Ds He AnA BCex NaaTeXKen, a TONbKO ANS BXOSALLMX B rpynny
NOBbILLEHHOIO PUCKa.

LLnto3 no3BosseT rubko ynpaBaATb TEM, KaKMe nnatexXm Hanpas/ATb B 3D Secure, Hanpumep,

e KapTa aMMTMpOBaHa He POCCUMIUCKMM BaHKOM;
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e Cymma onepaumu npesbiwaet 100 Toic. pybnei;
e Kapta MasterCard, BbinyLeHa aBCTPaINNCKUM BaHKOM.

BO3MOMHOCTU HACTPOMKN He OrpaHUYeHbl BbilenepeymncaeHHbIMU NPUMepammn 1 moryT noabupatbcs
WUHAMBUAYA/IbHO ANA KaXKA0ro napTHepa, B 3aBUCUMOCTM OT cneundukmn ero busHeca.

MommMmo 3TOro, W03 NpeaoCcTaBAAET BO3MOXKHOCTb MarasmHy CaMoCTOATE/IbHO peLlaTb, MCNOb30BaTb
nun 3D Secure ona Kaxkaoro nnaTtexa otaesibHO, Hanpumep, oTkatodatb 3D Secure gna NOCTOAHHbIX KAWEHTOB.

HeKoTopble 6aHKM BbIMYCKaOT KapTbl, NAATEXW N0 KOTOPbIM BO3MOXHbI TO/IbKO Yepes 3DS. Ecaun KnneHT
MbITAaETCA COBEPLUNTL NIAaTENXK MO TaKo KapTe 06blYHbIM 06Pa3oM, onepaLma OTKNOHACTCA, U NPoAaXa He
npoucxoaut. LLNo3 nmeeTt BO3MOXKHOCTb 06pabaThiBaTb Takue ciydaun. Bo-nepsbiX, BO MHOTMMX Cay4aax no
HOMepY KapTbl MOXHO oNpeaenunTb ee CBOMCTBA, U NPUHYAUTEIbHO HanpaBuTb ee Ha npoueccuHr ¢ 3Ds. Bo-
BTOPbIX, Aa¥e ec/M NnomnbiTKka 06bIYHOM aBTOPU3aLMM HE YAaNaCb, CUCTEMA NOMbITAETCA NMPOBECTU TaKYIO Xe
onepauuto yepes 3D Secure. 3To NO3BOIAET YCMNELIHO NPOBECTU NAATEX N0 TaKUM KapTaM, TOrAa Kak B 06biu-
HbIX YCA0BUAX oniaTta 6bl 3aBepLUNAach Heyaadel y:Ke nocae nepsoi NonbITKM.

14.4. [nvHHasa 3anUcb

[ONnHHasA 3anuck NpMmeHsaeTcA Npu Npoaake aBMabuieTos. ITo Habop NapaMeTPoB, KOTOPbIE MarasuH
MOMKeT nepeaaTtb NpU NPOBeAEHUN NAaTeXKa, B Hero ob6bIYHO BXOAAT: HOMep buneTa, pammuana naccaxmnpa,
Apyrue aaHHble 0 nepeso3sKke. LLUnto3 nepeaaet 3Tn AaHHble B 6aHK-3KBalep, Ha 3TOM OCHOBaHUM NaaTex
MOXKET ObITb NPUHAT ¢ boJiIee HU3KOM KOMUCCUEN, B COOTBETCTBUM C YCIOBUAMM MIATEIKHbIX CUCTEM.

1.4.5. YcraHoBKa MMUTOB

C NOMOLLBIO CUCTEMBI HAaCTPaMBAEMbIX MPABUI, L/KO3 MOXKET aBTOMATUYECKM CIeANTb 3a NOTOKOM one-
paumit U He AONYCKaTb NPEBbILEHNA YCTAHOBAEHHbIX 6€30NacHbIX IMMUTOB. paBMaa MOryT BbIFIAAETL NPU-
MEpHO TaK:

e MaKcmanbHasa cymma ogHoi onepaymm: 30 000 py6.
e  MaKCMManbHOE KOJIMYECTBO NJaTeXKen No OA4HOM KapTe B CyTKU: 5
e MaKcMmasibHasa cymma naaTteXken no ogHoM Kapte B cyTku: 100 000 pyb6.

CucTema NoAAEPKUBAET MHOMKECTBO Pa3/IMUHbIX MPaBUJ/, KOTOPbIE MOTYT HAaCTPaMBaTbCA MO HECKOJIb-
KMM napameTpam 1 KOMBMHMPOBATLCA APYF C APYTrOM.

MoaobHbIl Habop NPaBUA MOMKHO YCTAaHOBUTb, KaK Ha MarasvH B LLe/IOM, TaK M Ha KaKAylo TOProsyto
TOYKY, OTKPbITYIO A1 Mara3mHa B 6aHKe.

Xopoluein anbTepHATUBOM NIMMUTAM, CpabaTbiBaHWE KOTOPbIX BEAET K OTKJIOHEHWUIO TPaH3aKL MK, ABAA-
eTca npumeHeHne “YMHOro npoueccuHra”. B sTom ciyyae TpaH3aKLMKM CBEPX YCTAHOBAEHHbIX IMMUTOB He
OTK/IOHAOTCA, @ HanpasAastoTca B 3D Secure.

1.4.6. AxTMBaumAa Kapt

Koraa nokynatenb BnepBble OnaayMBaeT NOKYMNKY C MOMOLLbIO KapTbl, W03 Npeanaraet NPomTn npo-
CTYI0 [LONOJIHUTE/IbHYIO NpoLeaypy ayTeHTUPMKaLMK: Ha KapTe 610KMpyeTcsa Heboblan caydaiHas cymma,
Nnoc/ie Yero KANEHTY Npea/iaraeTcsa YKasaTb CMMCAHHYI0 CyMMY C TOYHOCTbIO A0 Koneek Mbo Kog aBTopm3a-
umn. NMoKynaTesb MOXET Y3HaTb 3Ty MHOOPMALMIO C MomoLblo SMS yBegomneHua oT ceoero 6aHKa, Yepes
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WHTepHeT-6aHK, b0 Yepes obpalleHme B HaHK No TenedoHy, TakuM 06pasom ya0CTOBEPMB, YTO OH ABASA-
eTcA BNaAebLeM KapTbl.

Mpoueaypa akTMBALMM BCTPOEHA B NAATEXKHYIO CTPAHULY TaKMM 06pa3om, YTO NpoLecc onaTthl He npe-
pbiBaeTcA U OT K/IMEHTa He TpebyeTca HECKOJIbKO pa3 BBOAUTb MJIaTEXKHble AaHHbIE.

AKTMBaLMA HE MOXKET SIBNISETCA MNOJIHOLLeHHOM 3ameHoi 3D Secure, NOCKO/IbKY Npoleaypa ayTeHTudu-
KaumMu 3anpaluMBaeTcs oAHOKpaATHO npu nepsoit onnate. OQHAKO ee MOXHO pPacCMaTpMBaTb Kak xopollee
KOMMPOMMUCCHOE pelueHne AN5 NoBblileHMA 6e30MacHOCTU NaaTexen ana Tex cayyaes, Korga 3D Secure He-
OOCTYMeH.

1.4.7. 3anpoc noarsepxAaeHUA onaatbl

Koraa nokynatesib nonan Ha NAaTeXKHY CTPAHWULY, MOMET CNYYMTbCA TaK, UTO OH ByaeT BBOAUTb AaH-
Hble A0/iblle, YEM OXKMLAET MarasuH, U 3a 3To BPeMs aKTya/IbHOCTb ero njaTerka MoxKeT noTepsaTbea. Hanpu-
Mep, 3TO MOXET NPOU30MATU NPU NOKYNKe */A-buneta, 6poHb KOTOPOro COXpaHAETCA He AoAblue 15 MUHYT,
WKW MPUY NOKYMKe nocieaHero AOCTYMHOro Ha CKiage ToBapa, KOTOPbIA MOMET ObiTb NepexsayeH gpyrum
nokynaTtenem.

YT106bI pewmnTb 3Ty Npobsiemy, LWNO3 MOXKET 3anpallnBaTth Y MarasuHa, ciegyer M NpoBOANUTb NaaTex
HenocpeacTBeHHO neped onaatoit. ECan marasmH oTBETUT OTPULATENbHO, ONiaTa byaeT OTKAOHEHAa U KANEHT
byaeT nepeHanpas/iieH 0b6paTHO B MarasuH.

14.8. YBepomneHus

Kak npasuio, marasmH Ao/iXeH MMeTb BO3MOXHOCTb CBOEBPEMEHHO MoJly4yaTb MHGOPMALIUIO O TOM,
yCnewHbIM UAK HeycnelHbIM Bbin naaTex, YTobbl NPUHATL pelleHne o Bblaadye ToBapa noKynartenio. MNocne
onnatbl W03 NepeHanpasaaeT Nnoib3osaTeNs B MarasuH, npunaras MHGopmaLmio o pesyabTaTe naaTexa,
HO 3TOT CNoCcob HeNb3sA PaccCMaTPUBaTh KaK HaZeXHbll, T.K. M0/b30BaTe/Ib MOMET OTKA3aTbCA OT MepeHa-
npaBAeHUA UK BOBCE 3aKPbITb OKHO Bpay3epa nocse onnathl.

MosTomy LWAt03 AOMONAHUTENBHO OTNPABAAET aCUHXPOHHbIE YBEAOMIEHUA O COBEPLUEHHbIX MJIaTeXKax B
peXKMme peasibHOro BpeMeHM No 31eKTPOHHOM noyTte uan no HTTP/HTTPS.

YBegomneHus no e-mail noaxogat ana HebobWMX MarasnMHoB, KOTopble MoryT obpabaTtbiBaTb Takme
YBEAOMNEHNA B PYYHOM PeEXUME.

HTTP/HTTPS-yBegomneHua TpebyeTtca NpUHMMaTb B aBTOMaTMUYECKOM PeXKMMe, 3TOT cnocob nossonset
aBTOMATMYECKM MOMEYaTb 3aKa3 KaK OMJIa4YeHHbIN U BblAaBaTb NOKYMNaTeto ToBap.

YBeAOMNEHMA MOTYT OTNPABAATLCA HE TO/IbKO NPU COBEPLLEHMM NNaTeXKa (aBTopM3aLMm), HO U NPU Npo-
BEAEHMM BCEX MPOYMX OMNepaLnii: OTMEHbI, BO3BPaTa, PUH. MOATBEPKAEHUA NAaTeXKa U T.4. Takum 0bpasom,
MarasuH MOXKeT NoAAEePKNBATb GUHAHCOBYIO CUHXPOHN3ALMIO cBOei Ha3bl 3aKa30B.

1.4.9. [orpaH3aKUMOHHaA cBEpKa

MarasuH A0NXKeEH PerynapHo (exeAHeBHO) CBEPATb CMMCOK TPaH3aKUMM, NPOBEAEHHbIX Yepes W03,
YTO6bI UCKIOUMTL PACXOXKAEHME CYMM MNATEXKEN MW TAKOM CUTyaLMM, KOTAA B LLUIO3E NAaTeX NoOMeYeH Kak
OLIMBOYHBIN, @ B MarasmHe — KaK yCreLHbli, YTO MOXKET Bbi3blBaTb, HAaNPUMeEp, HEAOCTaYy B KOHUE mecALa.
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TaKyto CBEPKY MOYKHO OPraHM30BaTb KAk B aBTOMATUYECKOM, TaK U B py4HOM perkume. LLInto3 nossonset
MarasnHy aBTOMATUYECKM BbIrPYXKaTb CNMCOK onepaunit Yepes API, npu aTom noggepKkusaetca Gpunbtpauma
no gate, NO TUMY M YCNELWHOCTM OnepaLmu.

Yepes Beb-mHTEPPENC MOXKHO BbIFPY3UTb CIMCOK onepaunit 8 dopmate XML nunm CSV. B Bbirpyrkaembix
[AaHHbIX MPUCYTCTBYET BCA HEOBXOAMMAA MHPOPMaLMA ONA CBEPKU: TUM U CTaTyCc onepaluun, Cymma, Aata
npoBeAeHua 1 T.4,.

1.4.10. MpoBegeHWe onepaumii Hag NaaTeXXamm

LLinto3 npeaoctaBnseT BO3MOMKHOCTb YNPaBaATh 3aKa3zamum nocsie 6J10KMPOBKM CYMMbl Ha KapTe Kau-
eHTa. Noaaep:knBaloTca cneayiolme onepaumm:

e OTMeHa aBTopu3aLuy;
o ¢duHaHcoBoe noaTBEPKAEHUE (KAMPUHT), B TOM YMC/Ie YaCTUYHBI;
e BO3BpaT, B TOM YMC/E YACTUYHDbIM.

Onepaunn MoryT NpoBOAMTLCA KaK Yepes Beb-uHTepdeiic, Tak 1 yepes APl. NpoBeaeHne onepauunii ve-
pe3 APl 06bl4HO TpebyeTcs, Korga marasvHy HeobXxoAMMO MOAKIUUTD K LLU/IKO3Y CBOK CUCTEMY y4YeTa npo-
LERS

1.4.11. Cucrema bbicTpbiit nnatexkeit bBaHka Poccumn

Yepes cuctemy bbicTpbix naatexken (CbM) baHka Poccun MokynaTenb — pU3NYECKOE IMLLO MOKET Ona-
TUTb NOKYMNKY UK YCAYry, NpeaoCTaBAeHHYIO IOPUANYECKUM NLLOM — TOProBO-CEPBUCHBIM NpeanpuaTMem
(TCN) co cBoero 6aHKoBCcKoro cyeTa B baHKe MokynaTtena Ha pacyeTHbIK cyeT TCM B BaHKke TCM. Mpu aTom,
BaHk MokynaTtena u baHk TCMN gonkHbl 6bITb yyacTHMKamm CBIM. 3annatutb Yepes CBIMN moxKeT MNoKynatens, y
KOTOPOro ecTb MObuIbHOE NpuioxKeHue baHka MNokynaTtens.

C TOYKM 3peHnsa NHTerpauun gna npeaoctasneHmsa Mokynatento BOSMOXKHOCTM OMNiaThbl TOBapoB/ycayr
yepes CBI cywecTsytoT ABa BapuaHTa B3aumogenctama TCI ¢ MaatexHbim wato3om Gateline:

e TCM npv B3aMMOAENCTBUM C NNATEXHbIM LWO30M Gateline ncnonb3yroTcs Te XKe meToabl Npo-
BeZleHMA ONnaThl, Kak No 6aHKOBCKMM KapTam, QR-Kog oTobparkaeTcs Ha OTAeNbHOW BKadKe
nnaTerkHo Gopmbl NaaTexKHoro wato3a Gateline. MpeaBapuTenbHO Tako MeTog, onaaTbl 40N-
*eH B6bITb NOAK/IOUYEH K NAaTeXKHON popme aaMUHUCTpaTopom MnaTexHoro wnto3a Gateline.

e Ccbinka Ha QR-Koa nepepgaetca B oTBeTe Npu Mcnonb3osaHuMn B APl Gateline metoga onnatbl
POST /checkout/pay (0. 4.2.2.). TCI camocTosTenbHo otobpaxkaeT QR-Koa MokynaTenio.

Mpwu 3TOM B yBEAOM/IEHME O NPOBEAEHHON ONepaLMm B Noje OTBETa «payment_type» yKasbiBaeTca TUN
WMHCTPYMeHTa onnaTbl (n.5.5.)

1.4.12. KnupuHr

Korpa knneHt nposoguT onaaty, Cymma njiatexa CHa4dana 6J'IOKMpYETCFI Ha KapTe, Npn aTomMm d)aKTl/I‘-IECKM
cpencrtBa He CNUCbIBAKOTCA 00 TEX NOP, MOKa He 6yp,eT nposeaeHoO d)I/IHaHCOBOe noaresepxageHume. MNMoka noa-
TBEPXKAEHNE HE Npon3owno, Cymmy MOXHO pa36}10KMpOBaTb N HUKaAKUX ABVI)KEHM% AdeHeXHbIX CpeacTB Ha
KapTe K/IMEHTa He npomsoﬁp,eT. Mocne noarsepXageHnA Cymma njaartexa CnncbiBaeTCA C KapTbl K/IMEHTA, a
Mara3snH HecCeT nsaepXkun, ceA3aHHbIE C NpoBeaeHNEM aTomn onepaunn.
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[Ona 60NbLUNMHCTBA MarasvHOB MNOAXOANT aBTOMaTUYECKUI OTIOMKEHHbIW KAMPUHT. B 3TOM caydae B Mo-
MEHT onaaTbl cymma naaTtexa 610Kknpyetca (aBTopusyercsa) Ha KapTe KAMEeHTa, a Yepes HeKoTopoe Bpems
nocae 3Toro (Hanpumep, Yepes 6 4acoB) CMCTEMA aBTOMATUYECKM CMMUCbIBAET 3ab/0KMPOBAHHYIO CYMMY.
Ecnn B MarasmHe 4acTo CNy4atoTcs BO3BPaThl/OTMEHbI NaaTesKel, None3Ho BbibpaTh TaKyto 3a4ePrKKY, UTO6bI
601bLIMHCTBO OTMEH NMPOUCXOANIN A0 NPOBEeAeHUA CNMcaHUA. B 3Tom cnyyae cymma naatexka npocTo pas-
610KMpPYETCA, U Mara3uH He NOHeceT U3AepPIKeK, CBA3AHHbIX C MpoBeAeHNEM 3TON TPaH3aKLUUN.

Ecnn He ncnonb3oBaTb aBTOMATUYECKUI KNUMPUHT, CPEACTBA Ha KapTe mMoryT bbiTb 3a6/10KMpPOBaHbI Ha
CPOK A0 45 gHel, B 3aBUCMMOCTM OT BaHKa-3KBaepa. ITO BO3MOXKHOCTb NOJie3Ha, Hanpumep, A8 Komna-
HUWI, paboTatowmx B chepe 6POHNPOBAHUA FOCTUHMYHbBIX HOMEPOB: B MOMEHT OMAATbl cymma H6aoKuMpyeTca
Ha KapTe KAWEHTa, a CNMCcaHne NpomM3BoAMTCA NP GpaKTUYECKOM 3aceNeHUM KNEHTa.

JocTynHble BapMaHTbl HACTPOMKN KAUPUHTa:

o  OT/IOXKEHHbIN: CNMCaHME NPOBOANTCA C 3a4€eprKKo oT 1 yaca ao 45 agHen nocie aBTopM3aLmu.
e ABTOMAaTMYECKWIN: CPeACTBa CMMCbIBAOTCA C KAPTbl HENOCPEACTBEHHO NPU onJiaTe
e  PyyHOW: 3anpalunBaeTca B NPOU3BOJIbHbIN MOMeHT Yepe3 APl nnn seb-uHtepoelic.

1.4.13. MnarexxHasa cTpaHULA

Yn06cTBO M AOCTYNMHOCTb NAATEXHOMN CTPAHULbI HAMPAMYIO BAMAET Ha NPOLUEHT YCneLlHbIX npoaax. Mo
YMOYaHMIO W03 NPeaoCcTaBaneT naaTesxkHyo Gopmy, opopMaeHHYIO B CBOEM CTU/IE, OHa 061adaeT Takumum
[OCTOMHCTBaMMU:

e ABTOMaTUYECKOoe OTOobparkeHue YyNpoLLEHHOM Bepcumn Gopmbl 418 MOOUIbHbIX YCTPOMCTB.

e Bce aelictBua npoucxodaT 6e3 nepesarpysku cTpaHuubl. Ecan npoueaypa onnaTtbl COCTOMT U3
HECKOJIbKUX LLIAroB, K/IMEHTY He TpebyeTca HeCKO/IbKO pa3 BBOAUTL AaHHbIe CBOEM KapTbl.

o OTvobparkeHune pesynbTaTa onepaLmm Ha CTOPOHE MarasmHa: LWJK3 BCeraa HanpasaseT K/IMeHTa

e B MarasuH, nepeaaBas pe3ynbTaT NaaTexa W NPUYMHY OWKNBKKU, ecnu naaTeX He 3aBepLlunacs
YCMexom.

1.4.13.1. ®dopma B gU3aitHe marasuHa

MarasuH MoXKeT NpefoCcTaBUTbL CBOM BapmnaHT Gopmbl, KoTopan byaeT MeTb TaKoM BHELHWI BUA, K Ka-
KOMY NPUBBIKAN KNneHTbl. LLUnto3 6epeT Ha ceba TeEXHUYECKYO0 MHTerpaLmio GopMbl MarasmHa, 3To BKAOYaeT
B cebA KAMEHTCKYIO BanNAALMIO, 3aLLUTY OT NOBTOPHOIO HAXKaTUA KHOMNKK “Onnatutb” u T.4. B TO e Bpems
bopma marasmHa MOXKeT CoAepKaTb Nt0Oble 3NeMEHTbI, CCbIJIKU, KIMEHTCKME CKPUNTBI.

BpeHgmpoBaHHaa ¢opma MOXKET ObITb NpeaAcTaBAeHa B ABYX BapvaHTax: 06bIMHOM U A1 MOBUIbHbIX
yCTpoiicTB. K HUM npepbaBnatoTca obwme TexHmyeckune TpebosaHua. Ecam mobunbHas ¢opma He npesocTas-
NleHa, Ha MOBMbHbIX YCTPOMCTBAX MOXKET 0TO6PaKaTbCA KaK NoNHOLEHHasA 6peHamMpoBaHHaa ¢opma mara-
3WHa, TaK M CTaHZapPTHasA dopma A1 MOBUIbHbLIX YCTPOMCTB, NPeAoCTaBAfAeMast LWH030M.

1.4.13.2. ®dopma gna MobUNbHbIX YCTPOUCTB

CucTema MOKeT aBTOMATUYECKM ONpPeaeNiUTb, YTO KAMEHT OTKPbIBAET NaaTeKHyo G¢opmMy C MOMOLLbHO
MobunbHoro TenedoHa, NaaHweTa U T.4. B aTom cnyyae oTKpbiBaeTcA BapuaHT Gopmbl Ana MOBUAbHbIX
YCTPOICTB, BUA, KOTOPOW ONTUMMW3NPOBAH AN1A 0TOOparkeHMa Ha HeboNbLOM 3KpaHe. TakKe Ha MOBUAbHOM
bopme He NPUMEHAIOTCA KJIMEHTCKME CKPUNTbI, KOTOPbIE MOTYT He MOAAEPKMBATLCA HEKOTOPbLIMWU PA3HO-
BMAHOCTAMMU MOBUAbHBIX Bpay3epos, No3ToMy popmMa MaKCMMasbHO COBMECTMMA C Pa3HbIMM TMMAMKU MO-
6UbHbIX YCTPOMCTB.
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MarasuH MOKeT ynpaB/ATb TEM, Kakana Gopma 0TobpasnUTCA KarKaAoMy KAMEHTY: 06bluHasA an Mobunb-
Has. Ecam Tmn dopmbl ABHO He yKasaH, W3 onpeae/ivT ero aBToMaTUYeCcKu.

MarasuH MoKeT NpeaoCTaBUTb CBOM BapuaHT MObUbHOM GopMbl. 9TO popma, BO-NEPBbIX, MOMKET ObITb
BbINOJIHEHA B AM3aliHE MarasuHa, U BO-BTOPbIX, OHA MOXKET 6bITb ONTUMM3MPOBAHA NOA, KAKOE-TO KOHKpET-
HOE YCTPOICTBO, KOTOPbIM NOJIb3YHOTCA KAWUEHTbI.

1.4.13.3. Bbl6op wabnoHa nnaTexKHoM cTpaHULbI

B HacTpoiiKax canTa yKasblBaeTcA, Kakme WabaoHbl MCNOAb3YIOTCA MO YMOAYAHUIO A1A 0ObIYHbIX U MO-
B6UNbHbBIX YCTPOWCTB.

MarasuH MOXKeT NPUHYAUTENBbHO BbIOPaTb WABNOH ANA NAaTeXa, yKasas MMA WabaoHa B 3anpoce Ha
Noy4YeHME YHUKANbHOM CCbIJIKM Ha NAATEXHYO cTpaHuuy. CIMCOK A0CTynHbIX WabnoHos TpebyeTca nony-
YUTb Y CNYXKObI NOALEPHKKN.

Ecnn ana nnatexka wabaoH BbiIbpaH NPUHYAUTE/IbHO, OH ByAeT UCNo/ib30BaH, HE3aBUCMMO OT YCTPOM-
CTBa NONb30BaTeA, NO3TOMY MarasmH AO/IKEH YUUTbIBaTh TUN YCTPOCTBA NO/Ib30BaTeNs Npu Bblibope.

1.4.14. Beb-uHtepdeiic

3aKasbl B Beb-MHTepdelice npeacTaBaeHbl B BUAE CMMCKa B 06paTHOM XpoHosiornyeckom nopsagke. C
NOMOLLbIO CUCTEMbI GUNBTPOB MOXKHO OTOOPATb 3aKasbl MO HYXKHOMY KPUTEPUIO, HANPUMEP, BCE YCMEeLHble
3a onpeaeneHHbIn AeHb.

Mo KaxK40oMy 3aKa3y MOXKHO NPOCMOTPETb PaCLLUMPEHHYIO MHPOPMaLMIO, KOTOPaA BK/IOUYAET NAaTeXHble
AaHHble KAWEeHTa, UCTOPUIO NpoBeAeHNA onepauuii U T.4.

[OnaToro, 4ytobbl NPeaoCcTaBUTb A0CTYN K Beb-UHTepdeicy pasHbiM COTPYAHMKAM, MOXKHO 3aBOAMUTb Cyb-
no/ib3oBaTesNei C pasHbIMKM NpaBamu AocTyna. Hanpumep, MoOXKHO A06aBUTb NoJsb30BaTeNA C NpaBamwu
“Cnyxb6a noaaepKkn”, KOTopblii ByAeT MMeTb A0CTYyN K NPOCMOTPY MHGOPMaLUKM O NNaTeXKax, M onepaTopa,
KOTOPbIA AOMO/NHUTEIbHO NOAYYMT NPABO NPOBOAUTL ONepaL M OTMEHbI.

CratuctuKa npoaaxk GopmmpyeTca B pexMme peasibHOro BpeMeHW, OHa NMOKasbiBaeT KOMYECTBO TPaH-
3aKLUMii, 060POT U NpoUne AaHHbIE, MPOCYMMMPOBAHHbIE MO AHAM MAW MO APYrMM napameTpam. Momnmo
3TOro, BbIYUC/AETCA CYMMA YAEPKaHHbIX KOMUCCUI, BO3BPALLLEHHbIX CPEACTB U T.N.

AHaNUTUKa NO3BONAET OLLEHNBATb AUHAMMUKY o6op0Ta, C ee NOMOLWbO MOXHO Y3HATb, B Kakne aHN He-
Aenn npouncxogunt 6onbLue BCero npoaax, nan B Kakoe BpemAa CYTOK aKTUBHOCTb noxynaTeneﬁ Haubosbluas.

MapTHEP MOMKEeT pa3fenATb BCe NaTeXM CBOEro NPOeKTa Ha HEeCKONbKO rpynn (NnognpoekTos), ¢ Tem
YTO6bI OLLEHMBATb CTAaTUCTMKY HE3aBMCUMO MO KaxA4oMy NognpoeKTy. Hanpumep, eciv marasuH npogaer To-
Bapbl 4BYX MPUHLMMNUANBHO PasHbIX rpynn (aBMabunetsbl M 6POHNMPOBAHME FOCTUHUL,), UMEET CMbIC/ NMPOBO-
ONTb UX NO pPasHbIM NOANPOEKTaM.

Ecnv 6bin 0BHApyXKeH NaaTex No KapTe, KOTOPbIM NMPU3HAETCA MOLEHHUYECKMM, 3TY KapTy MOXKHO Z0-
6aBWTb B CTOM-/INCT, TaK YTOObI B Aa/IbHENLLEM NAATEXKM NO Hel 6blan OTKNOHEHDI. B ciyyae Heo6x0aMMOCTH,
KapTy U3 CTOM-IUCTA MOXKHO UCK/IIOUUTb, TOTAA TPAH3aKLUM NO Hel BHOBb CTaHYT BO3MOMKHbI.

EAMHAA naHenb COCTOAHMA CUCTEMbI OLEHMBATb KOMIMYECTBO Pas/MYHbIX OWKBOK, NpounsoLWeslmnx 3a
TEeKyLWUIA OeHb UK ApYroi BbIOpaHHbIA Nepuoa. PerynapHblii KOHTPOAb 3TOM CTPAHWULbI MOMOXKET HbICTPO
0bHapyXu1Tb NPOBAEMbI, €CAU OHM BO3HUKHYT. MapameTp “MpoxoanMMOCTb CUCTEMbI” MOXKHO UCNONb30BaThb
AN5 oLeHKM 3G GEKTUBHOCTM HACTPOMKM “YMHOTO npoueccuHra”.
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B oT/iuMe OT TPaAMUMOHHOM CXeMbl TPaH3aKL M, KOrda KaxKaan onepaums coaepKuT B cebe Bce OTHO-
cAWMecs K HeM AaHHble, B CUCTEME Peasin3oBaHa CXeMa 3aKa30B M CBA3AHHbIX C HUMW onepauymid.

3aKas BbICTyMaeT XpaHWUANULLEM MHPOPMALMM O KANEHTE: HOMEpP KapTbl, UMa AeprKkaTena KapTbl, bu-
NnHr-agpec. Kpome atoro, 3akas HeceT UHGOPMALMIO O TEKYLLLEM COCTOAHUM NPOLLECCUHTA, AaTe NpoBeaeHuUsA
nocnefHen onepauum 1 1.4,

Co3paHue 3aKasa NPoUCXo4MT B MOMEHT NpoBeAEeHMA NepBoi onepauuu, obbiuHo 3T0 authorize. B oT-
BeTe BCerga nepefaeTca yHUKanbHblA uaeHTUdPUKaTop 3akasa (order_id). B ganbHelwem nosiyYeHHbIi
naeHTMOMKaATOp MCnob3yeTca ANA NPOBEAEHMA BCEX ONEPALLMIA C STUM 3aKa3oMm, OH ABAsAeTcA obasaTesb-
HbIM MapameTpPoOM BO Bcex 3anpocax B API, cBA3aHHbIX C NpoBeAeHMEM onepauymit.

2.2. Crarycbl opaepa

Mo cTaTycy opAepa MOXHO CYAMTb O TEKYLLLEM COCTOSSHUK 3aKa3a.

Crartyc PacwudpoBka Bo3morKkHble onepauumn
initial OpAaep cosaaH, HO NPOLLECCUHT eLle He | —
Hayvancs.
processing BbInonHAETCA NPOLEeCCUHT onepaLmm -
authorize MNpoBegeHa ycnewHaa aBTopusauma settle cancel rebill(3d)
(6noknpoBKa cymmbl)
prepare3d 3anyuieHa npougeaypa ayTeHTudmaKa- -
umun yepes 3D Secure
sale MNpoBeaeHa ycnelHana onepauusa settle | cancel chargeback rebill(3d)
(cnmucanue cymmbl)
reversal ABTOpM3aUMsa OTMEHEHa rebill(3d)
refund MpownsBeaeH BO3BpPaAT CPeACTB refund chargeback rebill(3d)
decline ABTOpM3aUMA OTKIOHEHa (He yganocb rebill(3d)
3a6,10KkMpOBaTb Cymmy)
error B npouecce BbINOSIHEHMA ONepaLmn -
Npon3oLW/Ia olWnbKa, BOSMOXKHO, Tpeby-
€TCA BMeLWaTeNbCTBO CNYXKObl Noa-
OEPHKKU.
chargeback Bbin npounsBeaeH Yapaxbek (cymma -
BO3BpaLLEHa No MHULMATUBE KAUEHTA).
ruledecline ABTOpPU3aLMA OblNa OTK/IOHEHA B COOT- | —
BETCTBMMW C NPaBMAAMM CanTa

2.3. Crarycbl onepauuii
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Mo CTaTyCy onepaunm MOXHO CyauUTb O pe3ysibTaTe €€ BbiNOJ/IHEHUA.

3HayeHue OnucaHue
success Onepauma npoBegeHa ycnewHo.
failed Bbin nonyyeH oteBeT oT HaHKa, B KOTOPOM YKa3aHO, YTO onepauma He 3aBep-
LIMNAChb YAAYHO MO KaKoMnMbo npuymHe (HanpmMmep, NPOU3OLLEN OTKA3 B aB-
TOpM3auum).
error Bo3HuKkNa npobnema, npu KoTopoi oTBeT OoT 6aHKa He 6bla nonyyeH (Hanpu-

Mep, 13-3a OLIMBKM NOAKNHOYEHUA K BAaHKY UM BHYTPEHHEN OLWMBKK CU-
cTembl).

14
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3. Pab6ora uepes SimpleAPI

3.1. 06wana uHpopmaumsn

e Onnata MHULMMPYETCA OTNPABKOMN KAneHToM Gopmbl Ha cneumanbHblit URL B cucteme
e Tun Koguposku: application/x-www-form-urlencoded

o Metoa ¢opmbl: POST

e MarasunH ¢opmmpyeT GopmMy Ha CBOEN CTOPOHE M OTOOpPaXKaEeT ee KNEHTY

3.2. TlMognucbiBaHue popmbl

Moanucb npeacTtasnnet cobon HMAC-SHA1-cymmy CTPOKM, KOTOpas BKAtOYaeT B cebA CnMCcoK Bcex na-
pameTpoB (UMsA, 3Ha4YeHune). MapameTpbl COPTUPYIOTCA MO KUY B andaBUTHOM NOPALKE.

Cymma BblUMCNAETCA C Maposiem calTa.
CocTaBnatouine noAnncKU pasaensatoTca CMMBoAoOM “;” (ToUKa ¢ 3ansaTon).
Mpumep bopmmrpoBaHMA NOANUCHK:

HMAC SHA1(“paraml=valuel;param2=value2”, mypassword)

loe mypassword - napob calTa.

Moanuce nepegaetca napameTpom checksum B aToit ke popme.

3.3. Onnara(POST /pay)

MapameTpbl dopmbl:

Uma OnucaHue Mpumep
amount Cymma onepaumu 100.99
description OnucaHue 3aKasa ToBap (#123456789)
site NaeHTndMKaTOp canTa mysite
email * E-mail knneHTa mail@example.com
merchant_order_id * NaeHTUdPMKaTOp 3aKa3a B CUCTEME K/IMEHTA 12345-NB
locale * A3bIK NhaTexkHoM Gopmbl en, ru en
checksum Moanuceb ¢opmbl €3669...6319da

* - OonuunoHanbHblie NONA

Mpu ycnewHo obpaboTke dopmbl KANeHT NnepeHanpasnaetcsa (HTTP 302 Redirect) Ha nnaTexHyto
¢dopmy. B cnyyae olwmMboK KAneHTy ByaeT creHepupoBaHa CTPaHULA C ONUCaHMEM OLLMOOK.

3.4. 0O6pabotKa pesynbrata onnatbl
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Ecnun onnaTa npolwna ycnewHo, cuctema oTnpasaneT ysegomneHune ob ycnewHomn onepaumn. MarasuH
MOXeT aBTOMaTU4eCK NpuHMmMaTb yBegomsieHne n oCHOBbIBaACb Ha HEM NPUHUMATb pelleHune 06 oT-
rpyske ToBapa. lNoapobHee o npuHUMNax o6paboTkM yBegOMIEHUA.

KnneHT nocne onnatbl nepeHanpaBaAeTca B MarasuH.

3.5. 0O6paborKa oumboK

CoobuweHunsa 06 owmnbkax oTobpaxKatoTca KAMEHTY Ha CTOPOHE WAto3a. Bo3MoKHble owmnbKu:

e Forbidden — pexkum SimpleAPI| He pa3pelueH ans gaHHOro caiTa.
e Amount/Description/Site required — He Bce 06a3aTenbHble NOAA 3aMNONHEHbI.
e Checksum invalid — HenpaBuabHaa noanNuCch.

3.6. 0Ob6pabortKa yapaxbekos

Yapaskbek asnaerca onepaumeit, Kotopas NpoBOAUTCA TOLKO MO UHULMATUBE cucTemsl. Mpu
npoBeaeHNM onepauun AocTasaserca ysegomnaeHve. dopmat ysegomaeHus

cooTBeTCTBYeT dopmaTy Ans Nobol Apyron onepauuu.

MepenaBaemsble Nona:

Uma OnucaHue Mpumep

order_id YHUKanbHbIN naeHTUPUKaTOP 689b987e82aa17d5151807781360baf9
3aKasa B cucteme

merchant_order_id | WaeHTuduKaTop 3aKkasa B 123456789
cucTeme KIneHTa

message OnucaHue pesynbtaTta Success

status Cratyc onepauuu success

time JaTa BbINO/IHEHMA 3anpoca 2011-05-31 12:13:15

16
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4. Paborta uepes API

4.1. Cxembl B3aMMOAENUCTBUA

B 3aBMCMMOCTM OT KOZIMYECTBA NJIAaTEXEN, OT TOr0 Ha Ybei CTOPOHE BbIMOAHAKOTCA ONEpALLUM MO NPUEMY
1 06paboTKe gaHHbIX aeprkatenen kapT (AOK) nam obpaboTka nnaterkHbix gaHHbIX KapT (NAK) Npoaasuy m
MnatexxHoOMy W03y TpebyeTca noaTeepKaeHue cootsetcTama PCl DSS, 6e3 KoToporo paboTaTtbh 3anpeLleHo.
MuHUManbHble TpeboBaHMA No cooTBETCTBUIO cTaHaapTa PCl DSS byayT npeabasnaTbea K Mpoaasuy B cay-
Yyae npoBeaeHun Bcex onepaumin ¢ AK n NAK Ha cTopoHe MaaTexkHoro wat3sa (AMcT camooueHkn SAQ A).
MnaTeXKHbli W03, UMeeT cepTUPUKAT O NOATBEPKAEHMM COOTBETCTBUA Ha Npuem n obpaboTry A40K v NAK,
6e3 KoToporo paboTaTb 3anpeleHo. MNpoaasLy, B caydyae BbiIbopa BapMaHTa CaMOCTOSTE/IbHOIO NpMema U
06pabotkn A0K n NAK HeobxoamMmo TaK e camocTonaTesibHO noaTBepanTb cootBeTcTBMe PCI DSS Ha gaHHble
onepaunn (bonee BbicoKNe TpeboBaHMUA NAUCT camooLeHKM SAQ A-EP nnn ayaut PCI DSS).

4.1.1. NpoueccHHr Yepes NIATEXHYLO popmy

Monb3oBaTeNb Ha*KMMaEeT KHOMKy “OnnaTtuTh” Ha caliTe npoaasua.

Mpoaasel, 06pabaTbiBaeT 3aNpoC NOb30BATENA HA COBEPLUEHWNE NOKYMKM U OTNPAB/AET B CUCTEMY

3anpoc pay, yKasbiBas onvcaHuWe ToBapa, CyMMY MnaTexka U npu HeobxoaMMocCTH Apyrue AaHHble.

B oTBeT cucTema nepegaet npoaasLy URI nnatexkHol popmbl B cucteme.

Mpopaasel, nepeHanpaBaseT No/b30BaTeNsA Ha noay4deHHbln URI.

Monb3oBaTeslb BBOAWUT NAATEXHYO MHPOpMaLMIo B opmy.

Ecnn 3aTpeboBaH NPOLECCUMHT TO/IbKO aKTUBUMPOBAHHbIX KapT:

a. Cwucrema obpabatbiBaeT Gopmy 1 NPOBEPAET, ABAAETCA /I BBEAEHHbIM HOMEpP KapTbl aKTUBUPO-
BaHHbIM. ECnun KapTa yrKe bblia aKTUBUPOBAHA paHee, Nepexoaum K wary 7.

b. Cuctema npeaynpexxaaeT No/b30BaTess, YToO HeobxoaMMa NpoLeaypa akTMBaLUK, U NOC/E ero
cornacusa 610KMpyeT HeBObLLYIO CAYYalHYO CYMMY Ha KapTe.

c. Monb3oBaTenb y3HAeT B CBOeM HaHKe CNUCAHHYO CYMMY MW KOA aBTOPM3aLMM U BBOAMT 3Haue-
Hue B Gopme NoATBEpP:KAEHUA aKTUBaUuKu. Eciu oHo BBeAEHO BepHO, cMCTeMa NpeasaraeT 3a-
BEPLUNTb NpoLueaypy onaaTbl U oTobparkaeT KHoNKy “OnnatuTb”.

d. Ecnu aktMBaums 6blna NpoBeAeHa yCcrnewHo, cMcTeMa OTNpPaBaseT yBeAOMIEHUE, KOTOpPOe Co-
OePKNUT MHOPMaUMIO O NpoBeaeHHOM onepaumu activation.

7. Cuctema obpabatbiBaeT GopmMy M NepeHanpaBaseT N0Ab30BaATENA B MarasuH npoaasLia.

8. Ecnu nnatex 6bin NpoBeAeH yCnewHo, CUCTEMA OTNPABAAET YBEAOMIEHNE, KOTOPOE COAEPHKUT UH-
dopmaumto 06 aBTopm3aumn.

9. Mpopaasel, 0bpabaTbiBaET pe3ybTaT NPOBEAEHNA onepaLmm U GOpMUPYET CTPAHULLY-Pe3ybTaT.

N

o kW

4.1.2. pouUECCUHT C NPUBA3KOI KapTbl

Bo Bpems paboTbl No ZaHHOMY aiIfTOPUTMY MOXKeT noTpeboBaTbca Nepesada napametpa CVV B paspese
onepaumii rebill (3aBucKT OT HacTpoek TepmuHana, Bbl4aHHOTO 6aHKOM). JJaHHasA onepauus 03Ha4yaeT camo-
CTOATENIbHYI0 06PabOTKY NAATEXKHbIX AaHHbIX KapT, Ha KoTopble MpoaasLy TpebyeTca NnoaATBEPKAEHWNE COOT-
setcteuA PCI DSS, nHaue nepeaasaTthb MK 3anpeLeHo.

MpuvBA3Ka KapTbl:

1. MMonb3oBaTesib Ha*KMMaAET KHoNKY “lNpuBa3aTb KapTy” Ha caliTe npoaasLa.
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2. MMpopasel, ob6pabaTbiBaeT 3anpoc No/b30BaTENA Ha NPUBA3KY KapTbl U OTNPABAAET B CUCTEMY
3anpoc activation.

3. BotBeT cuctema nepegaet URI, KoTopblt Beget nonb3osatensa Ha Gopmy akTMBaALUM B CUCTEME.

4. Tpopaasew nepeHanpasaseT N0/b30BaTeNA Ha NoayyYeHHbIn URL.

5. TMNonb3oBaTenb BBOAUT NAaTEXHYO MHPOpMaL Mo B popMy aKTUBALMMN.

6. Cuctema 610KMpyeT HEBObLUYIO CAyYalHYO CYMMY Ha KapTe noJib3oBaTtens.

7. TNonb3oBaTesnb y3HAET KOA aBTOPU3aLMU UK 3a6/10KMPOBAHHYIO CYMMY M BBOAMT B hopMy noa-
TBEPKAEHUA aKTUBALMM B CUCTEME.

8. CucTtema nepeHanpasaseT NOAb30BaTe/IA B MarasuH npogasLa.

9. Ecnu aktmuBauma bblna NpoBefeHa ycrnewHo, cMcTema OTNPaBAseT yBeLOMAEHUE, KOTOpOoe Co-
OEePHUT MHGOPMaLMIO O NPOBEAEHHON aKTUBALMN.

10. Mpopaseu, obpabaTtbiBaeT yBeAOMIEHME M OTODBPaXKaeT No/ib3oBaTento MHGopmaumio o pesy/b-
TaTe NPUBA3KM.

11. NMpopasey, coxpaHaeT naeHTudumkaTop (order_id), KoTopbln ByaeT UCNoNb30BaH ANA NposBeae-
HUMA NNaTeXewn No NpPuBA3aHHOM KapTe.

MpoueccuHr:

1. TNonb3oBaTesb HaXKMMaeT KHOMKy “OniaTutb” Ha canTe npoaasua.

2. MMpopasel, obpabaTbiBaeT 3aNpoc NoJb30BaTesIn Ha COBEPLUEHME MOKYNKMU U OTNPaBAAET B CU-
ctemy 3anpoc rebill, ykasbiBas naeHtndurkatop (order_id), coxpaHeHHbIN BO Bpems NPUBA3KU
KapTbl.

3. B oTBeT cucTema nepegaeT pesynbTaT NPOBEAEHUS onepaLmu.

4. Ecan nnatex 6bia1 NpoBeAeH yCnewHo, CMCTeMa OTNPaBAAET yBegOM/IEHNE, KOTOPOE COAEPKUT
nHbopmMaumto o NpoBeaeHHOM onepaunn.

5. MMpopaseu, obpabaTbiBaeT pe3yibTaT NPOBeAEHUA onepaunn 1 GOPMUPYET CTPaAHULLY-PEe3Yy/ib-

TaT.

4.1.3. Npamoii npoueccuHr

TaK KaK B X04e AaHHOW MHTerpauum ncnosib3yeTtca cobcTBeHHan niatexkHasa Gopma TOproBoro NpeanpuaTus,
3TO NoApasymeBaeT XpaHeHWe U nepeaady KapToyHble gaHHble (O4K) nnaTenbwmkos. Ha camoctoaTenbHyto
06paboTKy n nepegauy AAK. NMpoaasuy HeobxoaMmo cooTBeTcTBYOWLEee noaTeepKaeHne PCl DSS.

Monb3oBaTenb Ha*KMMaeT KHOMKy “OnnatuTh” Ha calTe npoaasua.

MpoaaseL, obpabaTbiBaeT 3aNpoC N0J/Ib30BATE/A HA COBEPLUEHUE MOKYMKU U OTNPaBAAET B CU-
cTemy 3anpoc authorize.

B oTBeT cMcTema nNepeaaeT pesyibTaT NpoBeseHMsA onepaLmu.

Ecnv nnaTex 6bin NpoBeAEH YCNeLwHo, CUCTEMA OTNPABAET yBEAOMIEHUE, KOTOPOE COAEPHKUT
MHpOPMaLMIO O NPOBEAEHHON ONepaLmm.

Mpoaasel, o6pabaTtbiBaeT pe3ynbTaT NpoBeaeHna onepaumm n GopmupyeT CTPaHULY-pesyb-
TarT.

4.1.3.1. O6wan nHpopmauus

3anpocsbl ocywecTtsaaTca no HTTP 1.1 ¢ ncnonb3oBaHuem SSL 1 KNMEHTCKoro cepTuduKaTa.
KoguposKa 3anpocos n oreeTtoB: UTF8
OTBeTbl Ha 3anpockl B API aatotca B popmate XML.
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o [1nA BbIrpy3kM nHbopmaumumn mcnonbsyetca metoq GET, ana npoBefeHUA MaHUNyAAUMIA Hag,
AaHHbIMK — meToa, POST.

o KaxkAapbl 3anpoc NognmcbiBAeTCA C UCNO/b30BaHMEM CEKPETHOIO K/tOYa canTa, NpUHLMNbI Gop-
muposaHua nognucu ana POST n GET 3anpocos onncaHbl B pasaene .

e [1na GET-3anpocos napameTpbl 3anpoca nepegatotca Kak QUERY STRING

e [lna POST-3anpocos napameTpbl nepegatotca B Tene POST-3anpoca (application/x-www-
formurlencoded).

e YcnewHble otBeTbl oTgatoTcs ¢ HTTP-ctatycom 200. B cnyyae oWwMBKM cTaTyc MOXKET OTIMYaTbCA.

4.1.3.2. AyTteHTUdUKauua

Onsa poctyna K APl TpebyeTca KnneHTckuii SSL-cepTudunKar. ns KaxKaoro caita BblAaeTcs OTAeNbHbIN
cepTudumkar.

4,1.3.3. MoanucbiBaHKe 3anpoca

Moanucb npeacrasanet cobon HMAC-SHA1-cymmy CTPOKK, KOTOpan BK/IKOYaET B cebs:

e [lytb (Hanpumep, /operation/)
e CnuncoK Bcex napameTpos (Mms, 3HauyeHue). MapameTpbl COPTUPYIOTCA MO KoYy B aNdaBUTHOM
nopazake.

“w.n

Cocrasnstolme nognuncy ob6beauHAOTCA cMMBOIOM “;” (TouKa ¢ 3anAaToi). MycToi cnnMcok napameTpos
WHTEpPNpPeTUPYETCA KaK MycTas CTPOKa, Taknm 06pasom ToYKa C 3anAToM AO/KHA NPUCYTCTBOBATb B 1H06OM
cnydae.

CymMMa BblYMCNAETCA C NAapoaem CamTa.
Mpumep bopmmrpoBaHMA NOANUCHK:

HMAC _SHA1(“/operation/:paraml1=valuel;param2=value2”, mypassword)

Mognucb BMecTe ¢ MAeHTMMKATOPOM canTa nepesaeTca B 3arososke X-Authorization HTTP-3anpoca,
Hanpumep:

XAuthorization: mysite 57bf95da3daf0ac9707df969cc935405
4.1.3.4. O6paboTtka ownboK

CoobuweHuns 06 owmnbkax nepesatotca B eanHom popmare:

<?XML VERSION="1.0" ENCODING="UTF-8"?>
<ERROR>
<MESSAGE>AN ERROR OCCURRED</MESSAGE>

</ERROR>

PacwundpoBKa oWNBKM HaxoamUTca B Nosie message.

JononHutenbHyo nHpopmauuto HeceT HTTP-kopg oTBeTa:
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Kopg, OnucaHue

PekomeHpgauus

400 HenpasuabHbIN 3anpoc

McnpaBuTb oWNMOBKKM 1 NOBTO-
pUTb 3anpoc

403 JocTtyn 3anpeLyeH

404 Pecypc He HaligeH

Y6eaunTbca B NpaBUAbHOCTH
3anpalinBaemoro
URL

406 Onepauyma oTKIOHEHa U3-3a cpabaTbiBaHUA OAHOIO
nnu 6onee NpaBmUA-OrPaHNUYEHNI canTa UIN TEPMU-
Hana

500 CuctemHas owmnbKa

Ob6paTtutbCa B CNyxOy noa-
AEPXKKM ONs NoNyYeHun ao-
NONIHUTENbHOM MHPOPMaLUN.

504 CpabaTbiBaHWe TaiMmayTa NP NOAKAOYEHUN K BaHKY.

NosTOpUTL 3anpoc.

4.1.3.5. Bbl6opKa faHHbIX

Mpu BbIrpy3Ke AaHHbIX, TAKUX KaK, HaNnpumep, CMCOK OpAEPOB, MAaKCMMA/IbHOE KOIMYECTBO 3amnuncen,
KOTOpPbIE MOXHO NOJIYYUTb 33 OANH 3anpoc, coctasndeT 2000 3anuceit. PekomeHayeTcs UCMo/ib30BaTb Na-
pameTpbl PUAbTPaLMK, YTODbI OFPAaHNYUTL KOJIMYECTBO BbIFPYXKaeMbIX AaHHbIX.

4.14. Tecrosbiii 3anpoc ( GET /test/ping)

MapameTpbl HE NPMHMMAIOTCA.

OTser coaepxut e,CI,MHCTBEHHbIﬁ IIEMEHT:

Umsa OnucaHue

Mpumep

time TeKyuiee Bpems

2011-05-31 12:13:15

4.15. Cnucok opaepos ( GET /order/)

MprMHMMaeMble NapameTpbi:

Uma OnucaHue Mpumep
order_created_from [ata co3gaHus opaepa (oT) 2011-05-01
order_created_to [ata co3gaHua opaepa (4o) 2011-05-31
order_status Cratyc authorize
order_client_address Anpec 123 Main Street
order_client_cardholde | Uma aepxatens KapTbl Ivan Ivanov
r
order_client_city lfopon, Springfield
order_client_country CtpaHa us
order_client_email E-mail mail@example.com
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order_client_ipaddr

IP-agpec KnneHTa

123.123.123.123

order_client_phone Homep TenedpoHa +12341231212

order_client_state WraT TX

order_client_zip NHpekc 12345

order_uid NaeHTudMKaTOp 3aKasa B cucteme 12345-NB
KAMEeHTa

order_custom_numeric | Y1cnoBoe Nosb30oBaTeNbCKOE None 123456789

order_custom_text

TeKkcTOBOE NOSIb30BaTE/IbCKOE Mone

12345-NB-123

order_is_activation

®nar aKTMBaLI,MM/I'IpMBﬂ3KM

order_is_activation

project HasBaHue npoekTa promosite
Mona oTBeTa:

Uma OnucaHue Mpumep
amount Cymma opaepa 100.99
client_card_number | MacKknpoBaHHbIt HOMep KapTbl 4111****1111
client_card_type Tun KapTbl™* mastercard
client_address Agpec 123 Main Street
client_city lopog, Springfield
client_country CtpaHa us
client_email E-mail mail@example.com
client_ipaddr IP-appec 123.123.123.123
client_cardholder Nma gepkatens KapTbl Ivan lvanov
client_phone Homep TenedoHa 12341231212
client_state WraT TX
client_postal_code NHAaeKc 12345
created [aTta co3gaHmA 3aKasa 40694,51
lastoperationdate [ata nocneaHen onepauum 40694,51

order_id

YHUKanbHbIN naeHTMdUKaTop 3aKasa

689b987e822a17d515180778
1360baf9

merchant_order_id | WaeHTuduKaTop 3aKkasa B cucteme Knm- | 12345-NB
eHTa
status Cratyc sale
issuer_id Kog 6aHKa-aMmUTeEHTa 123456
issuer_country CtpaHa 6aHKa-amnTeHTa us
issuer_name HasBaHMe 6aHKa-aMUTEHTa Bank
custom_numeric Yucnosoe nonb3oBaTenbcKoe nose 123456789
custom_text TeKkcTOBOE NO/Ib30BaTENbCKOE Mose 12345-NB-123
secure3d Mpwu3Hak 3-D Secure 1
secure3d_mod Pexknum pabotbl 3-D Secure attempt
* - BO3MOXHble 3Ha4YeHUA TMNa KapTbl:
KoHcTraHTa Tun

visa

Visa
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mastercard MasterCard
amex American Express
discover Discover
jcb Japan Credit Bureau (JCB)
4.1.6. Cnucok onepauuii ( GET /operation/)

MpuHMMaemble napameTpbl:

Uma Mpumep
operation_created_from 2011-05-01
operation_created_to 2011-05-31
operation_message Success
operation_status success
operation_type authorize

order_is_activation

®nar aKTMBaLIMM/anBFBKM

project

HassaHue NpPoOeKTa

operation_type!= prepare3d
MNona oTBeTa:
Uma OnucaHue Mpumep
amount Cymma onepaumu 100.99
created [aTa nposegeHna onepa- 2011-05-31 12:13:15
umu

order_id ID opaepa 689b987e82aa17d5151807781360baf9
merchant_order_i | WaeHTudMKaTOp 3aKkasa B 12345-NB
d cucTeme KIneHTa
status Cratyc onepauum success
type Tun onepaymu authorize
authcode Kopg aBTOopuM3aumm 12345
responsecode Kog oteeTa 80
message OnucaHue pesynbraTa Success

4.1.7. CratuctuKka no Kogam oreetos ( GET /statbymessage/ )

MpuHMMaemble NapameTpbl:

Uma OnucaHue Mpumep
operation_created_from [ata co3gaHua onepauum (oT) 2011-05-01
operation_created_to [Jata co3naHua onepaumm (10) 2011-05-31

Mona oTBeTa:
Uma OnucaHue Mpumep
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message Kog oTtseTa Success
count Konunyectso 10345
percent Jona cpeau Bcex OTBETOB B NPOLLEHTAX 15

4.1.8. WHdopmauusn o6 opaepe ( GET /order/:id)

JononHutenbHble NapaMeTpbl HE MPUHUMALOTCA.

Mons oTBeTa NOBTOPSAOT Habop nonen n3 pasgena “CnMcok opaepos”, AONONAHUTEIbHO NepeaatoTcs
cnegytouwme nons:

Uma OnucaHue Mpumep
message MoscHeHue K cTaTycy Declined by site rule
description OnucaHue nnaTtexa JNEeKTPOHHbIN ToBap (3aka3 #123456789)
descriptor Jdeckpuntop TepmuHana TRMDSCR12
issuer_name Ha3BaHMe 6aHKa-aMUTEHTA Sberbank
issuer_country Koga ctpaHbl 6aHKa-amuTteHTa | RUS

TaKKe AONONHUTENbHO NepesaeTca 3NemeHT operations, Kaxkabli 91eMEHT KOTOPOro COAEPHKUT Nona
u3 pasgena “Cnucok onepaumn”.

Ecnu 3aKkas onnaunsaetca yepes GDS, agononHuTeNbHbIE NApaMETPbl COCTOAHUA OpAaepa NepeaatoTca B
anemeHTte GDS.

4.2. TMpoueccuHr yepes popmy onnarbl
42.1. 06was nHpopmauus

Mpu 3anpocax B APl ans npougeccuHra yepes ¢opmy oniathbl B yCnewHOM OTBeTe BCeraa nepeaaerca
none redirect, Kotopoe cogep:kmT URI, Ha KOTOpbI HeObX0AMMO NepeHanpaBMTb NOJb3oBaTeNSA.

Ecnn Ha aTane 06paboTKM 3anpoca NPomM3oLLNa OLNMBKa, OTBET COOTBETCTBYET CTaHAAPTHOMY OTBETY C
OLIMBKOMN.

Mpumep oTBeTa:

<?XML VERSION="1.0" ENCODING="UTF-8"?>
<CHECKOUT>
<ThN_3AMNPOCA>
<REDIRECT>HTTPS://CHECKOUT.EXAMPLE.COM/CHECKOUT/PAY? TOKEN=ABC</REDIRECT>
</TVN_3AMNPOCA>
</CHECKOUT>

4.2.2. Onnarta(POST /checkout/pay)

MprHMMaemble NapameTpbi:
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Uma

OnucaHue

Mpumep

merchant_order_id

NpeHTnduKaTop 3aKasa B cucteme
KAMeHTa

123456789

amount Cymma nnartexka, oTobparkaeTca Ha 100.99
nnatexxHon popme

description OnucaHue nnaTea, 0oTobpaKkaeTca Ha | DNEeKTPOHHbIM ToBap (3aKa3
nnatexxHoh popme. HTML-pasmeTKa #123456789)
He noanepKnBaeTcs.

force3d * cm. Paborta ¢ 3D Secure 1

return_success_url *

URL gna nepeHanpasieHUA KINEHTA B
CNy4yae ycrnewHon onepaumm AOMKEH
6bITb NepesaH COrNAacHO CTaHAapTy
RFC 3986

http://example.com/success?

return_failure_url *

URL gna nepeHanpasneHnA KINEHTA B
C/nlyy4ae oWwnbKM fonKeH bbiTb Nepe-
AaH cornacHo ctaHgapty RFC 3986

http://example.com/failure?

activation_required *

Heobxoanma nn akTMBaLmMa KapTbl.
Ecnn nepegaHo, 3HaYeHWe nepekpbl-
BAaeT COOTBETCTBYHOLLYIO HAaCTPOMKY
caiTa (“ToNbKO aKTUBUPOBAHHbIE
KapTbl”).

email * E-mail kKnneHTa mail@example.com
project * HasBaHue npoekTa promosite
phone * Homep TenedoHa Kanenta (o 20 cum- | +74951231212
BOJIOB)
custom_numeric * Ynucnosoe nonb3oBatenbckoe none (8 | 123456789
6ainT)
custom_text * TeKkCcTOBOE NO/sIb30BaTENbCKOE NoJe 12345-NB-123
(mo
12 cumBsonos)
terminal * Jeckpuntop TepmuHana MYSHOP.RU
timeout * 3ageprKKa oTNpaBKK OTBETA, 3Ha4YeHue | 60
YKa3blBaeTCcA B CEKyHAAX.
mobile Mcnonb3oBaTb cneumanbHyto Bepcuio | auto
NAaTeXHOM CTPaHMULbl ANA MObUb-
HbIX YCTPOMCTB
locale * A3bIK nnaTexkHoW popmbl en, ru en
extended * JononHuntenbHble napameTpbl Cm. 11. dopmuposaHume napa-

meTpa extended

* - OnumMoHanbHble nona

Bo3MmoKHble 3HayeHusA napameTpa mobile:

3HaueHue

OnucaHue
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auto (no ymonyaHwuto)

MoKa3blBaTb MOOUIBbHYIO BEPCUIO TONBKO ANA MOBUbHbIX YCTPOMCTB,
YCTPOICTBO onpeaenseTca aBTomatnyecku no User-Agent

off Bcerga nokasbiBaTb NONIHOPA3MEPHYO BEPCUIO
on Bcerga nokasbiBaTb BEPCUIO A1 MOOU/bHBIX YCTPOMCTB
MNona oTseTa:
Umsa OnucaHue Mpumep
redirect URL nnatexxHoOM popmbl https://checkout.sandbox.gate
line.net:18310/pay?token=***
grurl* URL Ha onnaty yepes CBM HCMNK. https://gr.nspk.ru/****?type=

Ccbinka ucnonbsyet deeplink gna
CBA3M C MOOUNBHBIMU NPUIOKEHNAMM
6aHKa a4na onnarol.

Ccbinka moxeT bbITb KOgUpPOBaHa B
QR-Kog, ana onnatbl Nytem
CKaHMPOBaHMA MOBUABbHBIM
YCTPOMCTBOM.

02&amp;bank=100000000005
&amp;sum=300&amp;cur=RU
B&amp;crc=8B46

* - OnuMoHanbHble Nona

Ons nonyyeHua nona “grurl” Heobxoanmo B none “extended” nepepatb napametp {"qr_sbp":1} (cm.
4.1.3.5 dopmunposaHme napamertpa extended)

4.2.3.

Mpusaska Kaptol ( POST /checkout/activation )

MprMHMMaeMble NapameTpsbi:

Uma

OnucaHue

Mpumep

merchant_order_id

NaeHTndMKaTop 3aKasa B cucTeme Ku-
eHTa

123456789

try3d *

cm. Paborta ¢ 3D Secure

1

return_success_url *

URL ona nepeHanpasieHnAa KAneHTa B
C/lyyae ycnewHoM onepauumn gOKeH
6bITb NepenaH cornacHo ctaHaapTy RFC
3986

http://example.com/success?

return_failure_url *

URL ona nepeHanpasaeHnAa KAneHTa B
Cny4Yae OWKNBKM foKeH bbITb NnepesaH
cornacHo ctaHgapTy RFC 3986

http://example.com/failure?

6ainT)

email * E-mail knneHTa mail@example.com

phone * Homep TenedoHa knmneHta (4o 20 cum- +74951231212
BOJIOB)

custom_numeric * Yncnosoe nosb3oBaTesibckoe none (8 123456789

custom_text *

TekcToBOe Nonb30BaTebcKkoe none (go
12 cumBonos)

12345-NB-123
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terminal * Jeckpuntop TepmuHana MYSHOP.RU
mobile Mcnonb3oBaTb cneunanbHyo BEPCULD no
NAATEXKHOW CTPAHULbI ANA MOBUNbHbIX
YyCTPOMCTB
extended * [JononHuTenbHble NapameTpbl Cm. 11. dopmuposaHue na-
pameTpa extended

* - OnNuuoHanbHble Nons

4.3. TMpamoii npoueccuHr
43.1. 06wana MHpopmauua

Mpy NpAMOM NpoLEeccuHre onepaumii Yepes APl oTBeTbI BblAatoTcsa B e4MHOM popmarte. B oTBeTe Bapb-
npyetcs Habop nonei U TN onepauum.

3HauyeHune nona status MoXeT NpMHUMaTL 3HadeHua success uau failed, B 3aBncumocTun ot pesynbratos
0bpaboTkun onepaumn. Cratyc failed o3HayaeT, 4To BCe UCXOAHbIE AaHHbIe AN onepauum 6blan nepenaHbl
BEpPHO, HO onepauua 6blla OTKNIOHEHA MO Kakon-nMbo Apyroi npuumnHe (Hanpumep, aHTUHPOA-CUCTEMOM
unn 6aHKkom). MprumHa OTKAOHEHUA YKa3blBaeTcA B Nose message.

Mpumep ycnewHoro oTeeTa:

<OPERATION>
<THUII_OIIEPALI>
<MESSAGE>SUCCESS</MESSAGE>
<STATUS>SUCCESS</STATUS>
<TIME>2011-05-01 15:15:15</TIME>
... [IPOYUE IIOJISI OTBETA ...
</TUIT_OITEPAIINIT>
</OPERATION>

Mprmep HeygayHoro oTBeTa:

<OPERATION>
<THUII_OIIEPALI>
<MESSAGE>DECLINE</MESSAGE>
<STATUS>FAILED</STATUS>
<TIME>2011-05-01 15:15:15</TIME>
... [IPOYUE IIOJISI OTBETA ...
</TUIT_OITEPAILINIT>
</OPERATION>
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43.2. MNpumeHeHune Authorize ( POST /order/authorize )
NMpuHMMaemble napameTpbl:
Umsa OnucaHue Mpumep
merchant_order_id NaoeHTndmKaTop 3aKasa B cMcteme Kau- 123456789
eHTa

amount Cymma onepauunm 100.99
card_number Homep KapTbl 4111111111111111
expiration_month [aTa ncreyeHuma (mecsau) 04
expiration_year Jata ncreyeHus (roa) 2016
cvn Kopa, CVV/CVC 123
cardholder Jepatenb KapTbl Gill Bates
country * CtpaHa (ISO 3166-1 alpha-2) us
state * LWraT (I1SO 3166-2) X
city * lfopog, Springfield
postal_code * NHaekc 12345
address * Appec 123 Main Street
phone * Homep TenedoHa (4o 20 cumBosios) +12341231212
email * E-mail mail@example.com
ip IP-agpec KnneHTa 123.123.123.123

description *

OnuncaHune nnaterka

DNEeKTPOHHbIV TOBap (3aKas
#123456789)

return_success_url *

URL gnAa nepeHanpasaeHnAa KAneHTa B
C/lyyae ycrnewHom onepauumn SOKeH
6bITb NepenaH cornacHo ctaHaapTy RFC
3986

http://example.ru/success?

return_failure_url *

URL ona nepeHanpasieHnAa KNneHTa B
Cny4Yae OoWKnBKM fonKeH bbiTb NnepeaaH
cornacHo crtaHgapTy RFC 3986

http://example.ru/failure?

project * HassaHue npoekTa promosite
terminal * JecKkpuntop TepMuHana MYSHOP.RU
timeout * 3ageprKKa OTNpaBKM OTBETA, 3HaYeHue 60

YKa3blBa€TCA B CEKYHAaX.

longrecord *

«AVMHHaA 3anncb»

01 MOW LEDBTY LEDBTY
MOW....

extended *

[lononHuTeNbHbIE NapameTpbl

Cm. 11. dopmmnpoBaHme na-
pameTpa extended

* — OnumoHanbHoe nose

Mons oTBeTa:

Uma

OnucaHue

Mpumep

order_id

YHUKaNbHbIN naeHTUPUKATOP
3aKasa B cucteme

689b987e822a17d5151807781360baf9
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merchant_order_id | WaoeHTuduKaTop 3aKasa B cn- | 123456789
cTeme KAneHTa
status CraTyc onepauum success
message OnucaHue pesynbraTa Success
descriptor [eckpuntop TepmuHana TRMDSCR12
authcode Kopg aBTOpuM3aumm 12345
payment_type Tvn npoBangepa card
responsecode [ByxcMmBOIbHBIN Kog, oTeeTa | 00
oT 6aHKa
time JaTa BbINO/NIHEHMA 3anpoca 2011-05-31 12:13:15

BO3MOXHO MCnoab30BaTb TONLKO nocne noareepaeHna coorsetctama PCl DSS Ha gaHHble onepaumu ¢

LK v NAOK.

4.33.

MpumeHeHue Authorize3d ( POST /order/authorize3d )

3anpoc order/Authorize3d nepegaetca B cnyyae He06X04MMOCTU UCMO/Ib30BaHKUA 3ds. Habop napamer-

pOB 3anpoca COOTBETCTBYET onepauun authorize.

Ecnv KapTa noagepuneaet 3D Secure, B oTBeTe yCTaHaBANBAETCA TUMN onepauun prepare3d, NpoTMBHOM

cnyyae - authorize.

Mons otBera:

Uma OnucaHue Mpumep
order_id YHUKaNbHbIN NAEHTUPUKATOP 3aKa3a B 689b987e822a17d51518077813
cucteme 60baf9
threeDSMethodURL* url ccbinka, KoTopyto HeobxoaMmo https://3dsp2.multicarta.ru/d

OTKpPbITb B CKpbITOM iframe B

bpay3epe KAMeHTa. ONuMOHabHOe
none (aKTyanbHo ans sKkeavepa BTB)

evice-information

threeDSServerTransID*

nosib30BaH Npu GopmMnpoBaHUK

none (aKTyanbHoO AN1a 3KkBaiepa BTB)

NaoeHTudmMKaTop TpaH3aKLMKM, BblaaH-
HbI 3DS CepBepom, A0NKEH BbITb UC-

ThreeDSMethodData. onumnoHanbHoe

dal2fff4-b196-4c28-8839-
ee06bcd53838

form*

Ccblinka Ha auc popmy, Ha KoTopyto

onuunoHaibHOE none

HGO6XO,EI,MMO cpeanpeKkTUTb KINEHTA.

action=https%3A%2F%2F3dsp2.
multicarta.ru%3A443%2F%3FCS
MName%3DFIID%2FVB24&amp;
creq=ewoglCJhY3NUcmFucOIEIiA
61ClyYTdiMzkyMi02MzQOLTQ3N
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DgtYWQxMy1hZmU4MTY0Z}Y2Zj
MiLAogICJ0aHJIZURTU2VydmVyV
HJhbnNJRCIgOiAIZGEXMmZmZjQ
tYjESNIOOYzI4LTg4MzktZWUWN
mJjZDUzODM4IiwKICAiY2hhbGx
bmdIV21uZG93U216ZSIg0iAIMDM
iLAogICItZXNZYWdIVHIWZSIgOiAi
QUIcSIsCiAgim1Ic3NhZ2VWZXJza
WOuliA6ICIyLjEuUMCIKFQ%3D%3D

status CraTtyc onepauuu success

message OnucaHue pesynbraTa Success

provider Tun npoBaiiaepa card

descriptor JeckpunTtop TepmmHana TRMDSCR12

time [aTa BbInONHEHMA 3anpoca 2011-05-31 12:13:15

* — OnuMoHanbHoe nosne

OnucaHue 6n0kKa client_browser_info

Bnok client browser info o6sa3ateneH B cnyyae, ecam ncnosb3yetcs TepmuHan B 6baHke MAO BTB. bnok
HeobxoAMmo nepenasaTb BHYTPU Napamertpa extended.

Bnok client_browser_info umeeT json CTpyKTYpy 1 COAEPKUT Cnepytowme napameTpbi:

Uma 065a3aTenbHOCTb OnucaHue
Copepxmmoe HTTP-3aronoBKOB, OTNPaBAEHHbIX
browserAcceptHeader [a n3 Bpaysepa KameHTa. MaKkcumanbHoe

3HayeHune — 2048 cumBo0OB

browserColorDepth

1-16wur;

Aa 4 - 4 6uTa;

8 - 8 6uTos;
15 - 15 6uTOB;
16 - 16 6uTOB;
24 - 24 buta;
32 - 32 buta;

3HaueHue, NpeacTaBastolee GUTOBYIO ryOUHY
LLBETOBOW NanuTpbl 418 oTobpakeHus
nsobpaxeHui, B brutax Ha nukcenb. MakcumanbHoe
3HayeHune — 2 CcMMBOJ1a. BO3MOKHble 3HaYeHus:
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48 - 48 6uTo
IP-agpec 6pay3sepa. BoamokHble popmaTbl
3HauyeHuA:

IPv4-appec yKasaH B BUAe YeTbipex rpynmn yncen B ge-
CATUYHOM CUCTEME CYUCNEHMA, Pa3aeneHHbIX CUMBO-
JIOM «.».

browserIP Aa Hanpumep 1.12.123.255.

IPv6-aapec yKasaH B BMAE BOCbMU rpynn ymcen B
WeCTHAALATEPUYHOMN CUCTEME CUNCNEHNA, PasaeNeH-
HbIX CUMBOJIOM «:».

Hanpumep, 2011: 0db8: 85a3: 0101: 0101: 8a2e:
0370: 7334

[la A3bIk bpay3epa, yKasaHHbI B IETF BCP47.
MakcmmasibHoe 3HaYeHne — 8 CMMBO/IOB

browserLanguage

O6Lwasn BbicoTa (B NUKCeNsx) akpaHa,
browserScreenHeight Aa oTo6paxKaemoro AepiKaTtesto KapThl.
MaKcumasibHoe 3Ha4yeHue — 6 CUMBO/IOB
O6wasn WwuprHa (B NMKcenax) akpaHa,
browserScreenWidth Aa 0TO6PaAYKAEMOro AepHKaTeNto KapTbl.
MaKcumasibHoe 3Ha4yeHue — 6 CUMBOJ/IOB

PasHuMUa BO BpeMeHu mexay BpemeHem no UTC u

browserTZ Aa MECTHbIM BpemeHem bpay3epa noab3oBaTtens.
MaKcMmanbHoe 3HavyeHne — 5 cumeonoB
Copepxmmoe HTTP-3aronoska User-Agent.
browserUserAgent Aa

MakcrmanbHoe 3HavyeHne — 2048 cumeonos

Tun ycTpoiicTBa, C KOTOPOTo MHULMMPOBAHA
TpaH3aKuua. BO3MOKHble 3HaYEHUS:
deviceChannel Aa 01 - mobunbHoe npunoxenune TCHM;

02 - 6pay3ep nosb3oBartens;

03 - 3DS Requestor

MpM3HaK BO3MOMKHOCTM BbIMOAHEHUA JavaScript B
browserJavaEnabled Aa bpaysepe gepaTena KapTbl. BO3moKHble
3HayeHua: true, false

LLinpuHa okHa bpay3sepa (B NUKcensx), B KOTOPOM
oTobparkatoTca cTpaHumLbl caiita TCI

Na BbicoTa okHa 6pay3epa (B nuKcensax), B KOTOPOM
oTobparkatoTca cTpaHumLbl caiita TCIM

WindowWidth Aa

WindowHeight

43.4. MNpumeHenue result3dsmethod ( POST /order/:id/result3dsmethod )

3anpoc result3dsmethod gononHuTeNnbHbIM 3aNpoC, NepeaaeTca Noc/e OTBeTa, NOJIY4EHHOrO Ha 3anpoc
order/Authorize3d. Heobxoamm ans 3aBeplieHWA AOMNOAHUTENbHOW 34C NPOBEPKM, ANA NosyveHna Acs
dopmbl. AKmyaseH mosbKo 044 3ksaliepa BThb.

Mocne nonyyeHua threeDSServerTransID u threeDSMethodURL Heo6xoa1MMO OTKPbITb CKPbITbIN dpeirm
B bpay3epe KAMeHTa, C NOMOLLLbIO KOTOPOTO AaHHble 0 bpay3epe nepegatoTca No NPoTokoay HTTP Ha AaHHbIN
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URL. [aHHbIX npouecc cornacHo cneundukaumm EMV HasbiBaetca 3DS Method v Bo3Bpawaer B
ThreeDSMethodNotificationURL napameTtp threeDSMethodData.

MaaTb oTBET HEOOXO0ANMMO B TeueHUn 10 cekyHA,

Mpumep ¢opmmposaHna Methoddata:

action=threeDSMethodURL

method=POST

threeDSMethodData = base64

{"threeDSServerTransID":"3ac7caa7-aa42-2663-791b-

2ac05a542c4a", "threeDSMethodNotificationURL":"ypn, kyda npudem omseem"}

MNona 3anpoca:

Uma OnucaHue Mpumep
comp_ind 3HayeHus Y (Nnpu nonyyeHum oteeta ot | Y
threeDSMethodURL B TeyeHune 10
cekyHa) uam N (npu oTcyTCTBUM OTBETA
B TeueHue 10 cekyHAa)
MNona oTseTa:
Uma OnucaHue Mpumep
order_id YHUKanbHbIN nAeHTUPUKATOP 689b987e82aa17d5151807781360baf9
3aKasa B cucteme
form CcblnKa Ha auc dopmy, Ha
KoTOopyto Heobxoammo
CPEeaVpPEKTUTb KANEHTa.
OnuMOHaNbHOE none
(oTcyTcTBYET €CNM 3KBaliep
BTB)
status CraTtyc onepaumu success
message OnucaHue pesynbTaTta Success
provider Tun npoBangepa card
descriptor Jeckpuntop TepmuHana TRMDSCR12
time JaTa BbINO/SIHEHMA 3anpoca 2011-05-31 12:13:15
43.5. MNpumeHenune Cancel (POST /order/:id/cancel )

Tun onepaymu B OTBETE 3aBUCUT OT COCTOAHMA opaepa:
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Cratyc opaepa Tun onepauum
authorize reversal
sale refund

MprHMMaemble NapameTpsbi:

Uma OnucaHue Mpumep
amount * Cymma onepaumn, obpabaTtbiBaeTca B C/ly4ae nposeae- 100.99
Hua onepauuum refund
Cm. 11. dopmunposa-
extended * | lononHUTeNbHbIE NapameTpbl HWe napameTpa

extended

* - onumoHanbHOe none

Mone amount no3sosAeT npoBecTu YacTMuHbll refund. Mepegasaeman cymma A0/MKHa 6bITb He
bonblie cymmbl, KoTopas bbina GpaKTUYECKU cnucaHa onepauuen settle. Ecamn paHee yxke npoBoANINCH
YyacTHble pedaHabl, CyMMa He A0/1KHa NpeBbllaTh OCTaTOYHYIO CYMMY, KOTOpas He 6bina Bo3BpalleHa.

Ecnv cymma He nepeaaeTtcs, onepauma NPoBOANUTCA HA MOJHYHO CYMMY, NGO Ha OCTaTOUHYIO CYMMY,
€C/I1 paHee y¥Ke NPoBOAMANCL YacTUYHble pedaHabl.

[onyckaeTca npoBeaeHne HeCKOIbKMUX onepauuin yactmuyHoro refund, 4o Tex nop, NoKa cymma cnucaH-
HbIX CpeacTs He byaeT Bo3BpallleHa NoHOCTbIO.

Mona otBeTa:

Uma OnucaHue Mpumep

order_id YHUKanbHbIN naeHTUPUKaTOP 689b987e82aa17d5151807781360baf9
3aKasa B cucteme

merchant_order_id | WaeHTuduKaTOp 3aKasa B cu- 123456789
cTeme KAMeHTa

message OnwucaHue pesynbTtaTta Success

status Cratyc onepauuu success

time JaTa BbINO/IHEHMA 3anpoca 2011-05-31 12:13:15

43.6. NpumeHeHue Settle ( POST /order/:id/settle)

MprMHMMaemMble NapameTpbi:

Uma OnucaHue Mpumep
amount * Cymma onepauuu 100.99
longrecord * «ANMHHaA 3anucb» 01 MOW LEDBTY LEDBTY MOW....
extended ** JononHutensHble napameTtpbl | Cm. 11. PopmumpoBaHmne napameTpa
extended

* - Mone amount NO3BONSET NPOBECTU YACTUYHBIN settle. MepeaaBaeman cymma He A0/IKHA NPeBbIWaTh
aBTOpPM30BaHHYO cymmy. Onepaumsa BbINONHAETCA TONbKO OAMH pa3, He3aBMCMMO OT TOro, Kakas cymma
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6bina YKa3aHa. Ecan none amount He nepegaetca, 6y,D,ET nposeaeHa onepaunA settle Ha Bcto dBTOPU30BaAH-

HYI0 CyMmy.

** - OnumoHanbHoe nose

Mona otBeTa:

Uma OnucaHue Mpumep

order_id YHUKanbHbIN naeHTUPUKaTop 689b987e82aa17d5151807781360baf9
3aKasa B cucteme

merchant_order_id | WgeHTUdUKaTop 3aKasa B cu- 123456789
cTeme KAMeHTa

message OnucaHue pesynbraTa Success

status Cratyc onepauum success

time JaTa BbINO/IHEHMA 3anpoca 2011-05-31 12:13:15

43.7. MNpumeHenue Rebill (POST /order/:id/rebill )

MprMHMMaemble NapameTpsbi:

Uma OnucaHue Mpumep
merchant_order_id NaeHTUdMKaTOp 3aKasa B cucteme 123456789
KAWeHTa
amount Cymma onepaunm 100.99
cvn * Kog CVV/CVC 123
ip IP-appec 123.123.123.123
description * OnucaHue nnatexa INEeKTPOHHbIV ToBap (3aKas
#123456789)
project * Ha3saHue npoeKkTa promosite

custom_numeric *

(8 6anT)

Yncnosoe nonb3oBaTeNbCKOE Nnose 123456789

custom_text *

(8o 12 cumBonos)

TeKkcToBOE NONb30BATENbCKOE None 12345-NB-123

terminal * Jeckpuntop TepmuHana MYSHOP.RU
longrecord * «NMHHaA 3anncb» 01 MOW LEDBTY LEDBTY MOW.
extended * JononHutenbHble napameTpbl Cm. 11. dopmunposaHue napa-

meTpa extended

* — OnumoHanbHoe nose

MNepepgaya napameTtpa CVN BO3MOKHA TONIbKO nNocne noarsepaeHuna coorsetctana PCl DSS Ha gaH-

Hble onepauuu c NAK.

Mona oTBeTa:
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Uma OnucaHue Mpumep
order _id YHUKA/IbHBIN MABHTUGUKATOP | caqy 06069 2217d5151807781360baf9
3aKasa B cucteme
merchant_order_id ViaeHTduKaTOop 3aKa3a B cu- 123456789
cTeme KIMeHTa
status CraTyc onepauum success
message OnucaHue pesynbraTa Success
descriptor Jdeckpuntop TepmuHana TRMDSCR12
authcode Kog, asTOpM3aumm 12345
time JaTa BbINO/NIHEHMA 3anpoca 2011-05-31 12:13:15

43.8. MNpumeHenue Rebill3d ( POST /order/:id/rebill3d )

Habop noneii B oTBeTe cooTBeTCTBYET onepaumu rebill. Habop napameTpoBs 3anpoca Tak»Ke COOTBET-
cTeyet onepaumu rebill, Ho 4ONONHUTENBbHO NOAAEPIKMBAETCSA €LLE ABa OMLMOHA/bHbLIX NapameTpa:

Uma OnucaHue Mpumep
return_success_url | URL ana nepeHanpaBneHns KaveHTa B caydae | http://example.com/su
yCrnewHon onepaummn gomkeH ObiTb nepegaH | ccess?
cornacHo crtaHgapTty RFC 3986
return_failure_url URL gns nepeHanpasneHua KAneHTa B caydae | http://example.com/fai
OWKNOKKM A0JIKeH ObITb MepeaaH coriiacHo cTaH- | lure?
napty RFC 3986

MapameTpsbl return_success_url u return_failure_url ncnonbsytotca ana nepeHanpasaeHnsa KIMEHTa
npw 3asepweHnu npoueaypsl 3D Secure 1 meroT NPUOPUTET HaL COOTBETCTBYIOLWMMU NapameTpamu, ycTa-
HOBNEHHbIMM B CBOMCTBAX CalTa.

Ecnu kapTa nogaeprkmeaet 3D Secure, B 0TBETE YCTaHAB/IMBAETCA TN onepaumu prepare3d, npotue-
HoM cnyyae - rebill.

4.4. Onnatauepes Google Pay
Mcnonb3oBaHue cepeuca Google Pay Ha caliTe npoaasua
Cxema B3anmopgeicteus Mpodasey - GooglePay - Gateline.

1. Monb3oBaTesib Ha*KMMAET KHoMNKy GooglePay Ha caitTe marasumHa.
CaitT marasmHa nepecbiaiaeT pesynbTaT NoJy4eHUA NAATEXKHbIX AaHHbIX HA CepBEP MarasmHa.

3. Cepsep mMarasuHa nepefaeT nNojyvyeHHble NaaTeXKHble AaHHble U apyrne napameTtpbl B Gateline ve-
pes Bbi3oB meToaa AP| *forder/googlepay’.
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4. Gateline BbINONHAET PaclUMPPOBKY NNATEXKHBIX AaHHbIX M B3aMMOAENCTBYET C 6BaHKOM A1 BbINoA-

HEeHMs onnaTtbl C BbIMNOJIHEHMEM CTaHAAPTHbIX npoueayp. Ans HETOKeHM3MPOBAHHOINo MeToAa
onsaTbl NOTpebyeTca NpoxoxKaeHue KaneHTom 3D aBTopu3aumu.

5. MpopaaBeu nosyyaeT pe3yabTaT onaaTbl.

44.1. Mertopg Google Pay ( POST /order/googlepay )

NMpuHMMaemble napameTpbl:

Uma OnucaHue Mpumep
merchant_order_id NaeHTudMKaTop 3aKasza B 123456789
cucTeme KIneHTa
amount Cymma onepauunm 100.99
payload** paymentMethodData.tokenizat | WdodCl6l1jYyNSlslldpbmRvd1dpZHRolj

ionData.token, nonyyeHHbIN OT
google pay. Npu nepeaaye
HeobxoAMMOo 3aKoaMpoBaTh B

0iMTMOMyJ9fQ==

base64
extended.client_brow | Bnok gaHHbix o0 6paysepe Knu- Cm. nyHKT 3.3.6
ser info** €HTa MCMOJIb3yeTCcA B TEPMMUHAJIAX

6aHKa MNAO BTB.

extended. PaymentMethodData.info.card- CMm. NyHKT 4.1.3.5
cardnetwork** Network, nonyyeHHbIN OT google
pay
country * Ctpana (ISO 3166-1 alpha-2) us
state * WraT (1SO 3166-2) TX
city * lfopoa, Springfield
postal_code * NHpekc 12345
address * Anpec 123 Main Street
phone * Homep TenedoHa (go 20 +12341231212
CMMBONOB)
email * E-mail mail@example.com
ip IP-agpec KnneHTa 123.123.123.123
description * OnucaHuMe nnatexa JNEeKTPOHHbIN ToBap (3akKa3

#123456789)

return_success_url * | URL gna nepeHanpasneHusa
KAWEHTA B C/lyYae ycneLHowm
onepawumu foNxKeH bbiTb
nepesaH CornacHo CTaHaapTy
RFC 3986

http://example.com/success?

return_failure_url * URL ans nepeHanpas/ieHuns
K/MEHTa B C/ly4ae OWNOKM

http://example.com/failure?
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[ONXKeH 6bITb NepenaH

cornacHo ctaHgapTy REC 3986

project * HassaHue npoekTa promosite
terminal * Jdeckpuntop TepmuHana MYSHOP.RU
timeout * 3aaeprKKa OoTNpaBKK OTBETA, 60

3HaYeHMe yKa3blBAeTCA B
CeKyHAax.

longrecord *

«JnvHHaA 3anuncb»

01 MOW LEDBTY LEDBTY MOW....

extended *

[lononHuTeNbHbIE MapameTpbl

Cm. 11. dopmmpoBaHme napameTpa
extended

* — OnuMoHanbHoe nose

** — NpM UCNOIb30BaHUU CKPUNTa NPeAOCTaBAEHHOIO COTPYAHUKAMU TEX. NOALEPKKM, NapamMeTpbl
payload u client_browser_info popmunpytoTca aBTomaTUUECKM B UCKOMOM KOANPOBKE

Mona otBeTa:

Uma OnucaHue Mpumep

order_id YHUKanbHbIN naeHtuduKkatop | 689b987e82aa17d5151807781360baf9
3aKasa B cucteme

merchant_order_id | MaeHTudMKaTOp 3aKasa B 123456789
cuUcTEME KIMEeHTa

status CraTtyc onepauum success

message OnucaHue pesynbraTa Success

descriptor Jeckpuntop TepmuHana TRMDSCR12

authcode Kog aBTOpM3aLmu 12345

responsecode [ByxcumBOnbHbIN Kog oTBeTa | 00
oT 6aHKa

time [aTa BbinoNHeHMA 3anpoca 2011-05-31 12:13:15
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5. YBepgomneHusa

5.1. 06wasa nHpopmaumsn

YBegomneHus npegHasHavyeHbl 418 aCMHXPOHHON nepegayvm HGOPMaUUM OT CUCTEMbI MarasmHy.

Mo ymon4aHMIO AOCTABAAIOTCA NOC/AE KaXKA0M yCneLwHoi onepaymm, NnpoBeaeHHON Yepes nHTepdeic
napTHepa unu yepes API. UckntoueHnem aBaatoTca onepauum, cBsisaHHble ¢ akTuBauueit (authorize n
reversal), Ana HUX yBeAOM/IEHNA He A0CTaBAAOTCA.

an HEO6XO,D,MMOCTM ANnAa marasnHa MOXeT 6bITb NPUMEHEHA cobCTBEHHAnA NoIMTUKA A0CTaBKK

yBEeAOM/IEHWUA.

5.2. TpeboBaHua K caiiTy, NpUHMMAIOLLIEMY YBEAOM/IEHUA

YBegoMNeHMsA oTNpasaaoTca nNo npotokony HTTPS B ogHOM 13 popmaToB no Bbibopy:

e XML (Content-Type: text/xml);
e HTML (Content-Type: application/x-www-form-urlencoded).

Ha caiite napTHepa Ha ykasaHHom URL gonykHa 6biTb HacTpoeHa 6a3oBasa HTTP-ayTeHTUdUKaLmA C
PEKBM3UTAMM OOCTYyNa, COOTBETCTBYIOWMMM TEM, YTO YKa3aHbl B CBOMCTBAX canlTa. Ecnm ayteHTMdUKaLMA He
HaCTpOeHa, yBe4OM/IEHMNE HE A0CTABNAETCA.

Mepen oTnpaBKoM yBeAOMNEHUSA, OTNpaBAAeTcs 3anpoc metoaom GET ans npoBepku Hannuma 6aso-
Boi HTTP-ayTeHTMdUKaLMK, NOCae OTNpasadeTca 3anpoc otnpasnseTcas metogom POST Ha URL, ykasaHHbIN
B cBovcTBe caiiTa « URL gns foCTaBKM yBEAOMNEHUIAY.

5.3. KoHTtponb aocraBKu yBeaoMIEeHUA

Ecnu caldiT npuHan n obpaboTan yBegomneHne oH gosxeH chopmmposatb oteeT ¢ HTTP-ctatycom 200,
TeNo OTBeTa AO/IKHO COCTOATb U3 cnosa «SUCCESS» naTuHUuel B BepxHem permctpe. OKpy:Katowme oTeeT
npobesibHble CMMBOJIbI UTHOPUPYHOTCA. B 3TOM cnydyae cuctema byZeT cunTaTb, YTO YBEeAOM/IEHME [OCTAB-
NeHo n obpaboTaHo.

Ecnv nepsoe yBegomsieHne He 6b110 AOCTaBAEHO, CUCTEMA NPOU3BOAMT eLle 3 MoNbITKK Yepes

onpeaeneHHble NPOMEXKYTKM BpemeHU. Eciv Bce 4 NONbITKW AOCTAaBUTb yBEAOM/IEHNE OKA3aUCh He-
YA3a4YHbIMK, CUCTEMA HE NPEeANPUHUMAET HUKAKUX AOMO/HUTE/bHbIX AeNcTBUIA. CMUCOK OLMBOK 4OCTaBKU
YBEAOMNEHNA MOMKHO NOCMOTPETb B paszaene «MypHasbl -> OWNBKU yBEAOMAECHUN Y.

5.4. ®opmarysegomneHua

dopmart cooblieHMa COOTBETCTBYET CTaHAaPTHOMY dopmMaTy oTBeTa cuctembl. Habop noner 3saBucuT
OT TMNa onepaLmn, Ha KOTOpyto NepegaeTca yBeAOMAEHUA U MAEHTUYEH Habopy nonein, KoTopbli Nnepeaa-
€TCA B CUHXPOHHOM OTBeTe Ha onepaumio B API

5.5. BepuduKauua HaCTPoeK yBeaAOMIEHUM
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YBeaomMneHUa A0CTaBAAIOTCA TONIbKO NOC/AE NOATBEPKAEHMNA CCbIIOK Ha CTOPOHE TeX. NoAAepPsKKN
wnto3a. Mocne Kaxkaoro usmeHeHUa HacTpoeK yBeJoMIeHnI TpebyeTca NoBTOPHOE NOATBEPKAEHME.

[na npoayKTMBHOW cpeabl Heobxoanmo 3apaHee coobwaTte URL Ha KOTOpbIM NaaHMpyeTca Noay4YaTb
yBeAoMNeHUA, T.K. aapeca A406aBAAOTCA B CMMCKM pa3peLleHHbIX Ha CTopoHe wito3a Gateline.

TectoBoe yBegomneHue (xml):

<?xml version="1.0" encoding="utf-8"?>
<operation>
<test>
<message>test</message>
</test>

</operation>

TectoBoe yBegomneHue (urlencoded):

operation=test&message=test

Onepaumu Ha KoTopble A0CTaBAAOTCA yBedomneHus: confirmation, authorize, reversal, settle, refund:

[Mona oTtBeTa:

Uma OnucaHue Mpumep
merchant_order_id | WaeHTuduKaTOp 3aKkasa B cucteme 123456789
KAMEeHTa
message OnwucaHue pesynbTaTta Success
order_id YHUKanbHbIN naeHTMPUKaTop 3aKasa B | 689b987e82aal17d51518077813
cucteme 60baf9
provider Tun npoBangepa card
status CraTyc onepauum success
time JaTa BbINO/IHEHMA 3anpoca 2011-12-12 12:12:12
amount* Cymma 123
Wcnone3yemcs e confirmation
description* OnucaHuMe 3akasa Tosap (#123456789)
Wcnone3yemcs e confirmation
payment_type MeTog, onnaTtbl NPUHMMAET 3HavyeHue: | card
card —onnaTta BbINOMHEHA C
Ncnonb3oBaHMemM GaHKOBCKOM KapTbl;
sbp — onnaTbl BbiNnoNHeHa Yepes CBI
responsecode* Kog oteeTa 000
Ucnonedyemcs 8 authorize

* — OnumMoHanbHoe nosne
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confirmation

<operation>

<confirmation>
<amount>500.00</amount>
<description>TEST-PAY</description>
<merchant order id>12345</merchant order id>
<provider>card</provider>

</confirmation>

</operation>

authorize

<operation>

<authorize>
<authcode>XXX09X</authcode>
<descriptor>TEST-TERM</descriptor>
<merchant order id>12345</merchant order id>
<message>Success</message>
<order id>rfm50cd3xga4l9jp2knlu2ehmObzr9rdl</order id>
<provider>card</provider>
<responsecode>000</responsecode>
<status>success</status>
<time>2000-01-01 00:00:01</time>
</authorize>

</operation>

settle
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<operation>
<settle>
<merchant order id>12345</merchant order id>
<message>Success</message>
<order id>rfm50cd3xga419jp2kn0u2ehmObzr9rdl</order id>
<provider>card</provider>
<status>success</status>
<time>2000-01-01 00:00:03</time>
</settle>

</operation>

5.6. AKtMBauuAa

Mo yMOA4YaHUIO NPW NPOBEAEHUN aKTUBALMM CMCTEMA He AOCTaBAsET yBeAOM/IEHWE Ha Onepaumio
authorize, KoTopoi 6aoKMpoBanach cAyyaiHas cymma. Yepes HeKoTopoe Bpemsa cucTema oTMeHAeT 610Ku-
POBKY, NPV 3TOM yBEeAOM/IEHME Ha onepaumio reversal Tak»ke He AoCTaBAseTCA.

YBefomneHvne gaa ycnewHon akTMBaLMM nepenaeTcs B CTaHAApTHOM dopmaTe yBeAOMEHUA, Mpu
3TOM TMNOM OnepaLun asaseTca activation, nepegatorca cneaytoume nona:

Uma OnucaHue Mpumep
order_id YHUKanbHbIN NAEHTUPUKATOP 3a- 689b987e82aa17d5151807781360
Kasa B cucteme
merchant_order_id | UaeHTUdMKaTOp 3aKasa B cucteme | 123456789

KAMEHTa
status CraTyc onepauyuu success
secure3d MNepepnaetca 3HayeHue 1, ecnum 1

6blna Nnpon3BeaeHa aBTopM3aLUmaA €
ucnonb3osaHuem 3D Secure.
message OnucaHue pesynbraTa Activation success
time [JaTa 3aBepLueHna onepaumm 2011-05-31 12:13:15

5.7. oparsepkaeHue onnatbl

Ecnu B caitTe ycTaHOBAEHO CBOMCTBO “3anpalumBaTtb NOATBEPKAEHME ONepaunin”, nepes npoBegeHnem
onnaTbl cMCTemMa ByAeT OTNPaBAATb yBeAOM/IEHME U 0XNAaTb OTBETA.

3To yBeAOMIeHMEe [0/IKHO BbiTb 06paboTaHo No 06LWKMM NpaBuaam, U ecin HeobXoAMMOCTb TaKoM
onepauuun NoATBepP}KAaeTca, A0/KeH bbiTb cdopmuposaH oteeT SUCCESS, B NpoTUBHOM ciyyae — noboit

LpYyron.

Ecnum 6b1n nonyyeH oTBeT, oTIMYHbIN oT SUCCESS, nnv ysegomneHne He yaanocb AOCTaBUTbL NO 1060
LpYyro npuynHe, onepaums oTkaoHaeTcs ¢ coobuweHnem “Confirmation failed”.
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YBeaomneHue Ha NOATBEPKAeHMe oniaThl AOCTaBAAETCA OAHOKPATHO, NOBTOPHbIX MOMNbITOK AOCTaBKU
He npoussoauTca. Ecnm noatsepXaeHue He 6b110 NoJyY4eHOo Nocae NepBoi NOoMbITKM, onepaLma OTKAOHS-
etcA. MexaHM3M UCNOob3yeTcs B C/lydae, eCNM akTyaNbHOCTb 3aKasa COXPaHAETCA OrpaHUYeHHbIN nepuom,
BpemeHU (bpoHMpoBaHMe, 3aKa3 nocieaHel eaMHULbI TOBapa Ha CKNage u T.n.).

YBegomneHue ana noareepXaeHnA nepenaeTcAa B CTaHAAPTHOM d)opMaTe yBegomMneHunAa, npm asTom tmn-
nom onepaunmn ABNAEeTCA confirmation, nepeagarTca cnegyroume nona:

Uma

OnucaHue

Mpumep

merchant_order_id

Vl,ﬂ,eHTM(I)MKaTOp 3aKa3a B CUCTeEME K/ZIMEHTA

123456789

amount

Cymma onepaumm

100.99

description

OnuncaHue nnaTtexa

DNEeKTPOHHbIM ToBap (3aKas
#123456789)
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6. O6bpaboTKa peanpeKToB

6.1. O6wana nHpopmaumn

Mocne HeKOTOPbIX OMnepaLmnii NoNb3oBaTe b, B 3aBUCMMOCTM OT CTaTyca onepauuu, nepeHanpasaserca
Ha OAMH U3 ABYX YCTAaHOB/IEHHbIX NAaPTHEPOM B HacTpolikax peampektos URL.

Ecnu B caltTe ycTaHOBAEHO CBOMCTBO «[llepeaaBaTh NapameTpbl NPY peanperTe», K 3STOMy agpecy Ao-
6aBnaeTca pag NapameTpoB, KOTOPble YKa3bIBalOT Ha pe3ynbTaT NpoBeAeHUA onepaLmu, CTaTyc, NPUBA3KY K
opaepy v T.4.

Ecnun yctaHoBneHHbIn B cante URL yKe coaeput GET-napameTtpbl, OHWM ByayT cOXpaHeHbl Npu peau-
pekTe. Ecam uma ogHOro 13 aTMX napameTpoB COBMaZaeT C TeM, KOTOpPOe YCTaHaB/IMBAET cMCTeMa Npu peaun-
peKTe, byaeT BO3BPALLEH TO/IbKO CUCTEMHbIM NapameTp.

URL moxkeT bbITb YCTaHOBJIEH ABYMA criocobamu:

e (CpoicTBa caiita «URL Bo3BpaTa npu ycnewHo onepaymm» u « URL Bo3BpaTta npu owmnbke». Uc-
No/Ib3YOTCA MO YMOJIYAHUIO.

e [lapameTpsbl 3anpoca B APl return_success_url u return_failure_url. 3T napameTpbl aBastoTcA
OMLMOHANbHbBIMM, U MOTYT NEPEKPbIBATb 3HAYEHUSA, YCTAHOB/IEHHbIE B CaMTe.

Monb3oBaTenb NnepeHanpaBAAETCA Ha CalT K/IMeHTa B ABYX C/Iy4asx:
1. 3asepweHue aBTopusauymm vyepes 3D Secure.

2. 3aBeplueHMe npoueaypbl OnAaTbl AN aKTUBALMM Yepes NAaTeXHYo popmy.

6.2. poBepKa KOHTPO/IbHO CyMMbI

KoHTponbHaa cymma nepegaetca Kak napameTp checksum.

KoHTponbHaa cymma Bbluncanetcs Kak HMAC-SHA1-cymma CTPOKM, COCTaBNeHHOM U3 nap “nma=3Have-
HUue”, OTCOPTUPOBAHHbIX NO UMEHU B andaBUTHOM nopagke. Mapbl pasgenatorcs cumaoaom “;” (Touka ¢ 3a-
MATOWM), B KAYeCTBE NAPONA ANA BbIYUCIEHNA KOHTPOSbHON CYMMbI MCNO/Ib3YETCA NApOb CainTa.

MapameTpbl, KOTOPbIE NPUCYTCTBOBAAN B M3HAYanbHOM URL, o6pabaTbiBatoTca Npu BbIYUCAEHUN YEK-
CYMMbl Ha OBLLMX OCHOBAHUSAX.

6.3. CnucoK nepeaaBaemMbix NapameTpoB

HasBaHue OnucaHue Mpumep
message OnucaHue pesynbtaTta Success
status CraTtyc onepaunm Success
order_id * ID opaepa 689b987e82aa17d5151807781360ba
f9
merchant_order_id * | MaeHTuduMKaTOp 3aKasa B cu- 12345abc
CTeMe K/IMeHTa
code ** Koa, ownbku 504

* - none MOXeT He nepenasatbCA, €C/nM YCTAaHOB/1EH CTATyC error
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** _none nepenaeTtcAa To0/1bKo ANA CTaTtycCa error

6.4. PacwmdpoBKa craryca

Mone status moxet NMPUHUMATbL chegyrowmne sHa4YeHnA:

3HaueHue OnucaHue
success Onepauma NnpoBegeHa ycnewHo
failed Onepauma 6bln1a MUHULMMPOBAHA, HO He 3aBepLUNNACh YAA4YHO MO KaKo-1nmbo
npu4nHe.
error Bo3sHuKNa npobnema, KoTopasa He NO3BOAAET 3aMNyCTUTb NPOBEAEHNE onepauun.

[ononHutenbHasa MHGOpPMaLMa 0 pesynbTaTe onepaLmm COAEPHKUTCA B Nose message.
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7. O6bpaboTKa pe3ynbrata NPOLECCUMHra

B Ccny4yae pa6OTbI yepes naaTtexxHy namn ncnosib3oBaHNA MmexaHU3ma 3 D Secure cuctema MOKET co0b-
WNTb MarasmHy O pe3y/ibTate BblIMNOJIHEHNA onepaunn aCUMHXPOHHO OAHUM U3 CaieayoWwnxX cnoco6os:

1. MNapameTpbl peaupeKTa, KOTOPbIM CUCTEMA NepeHanpaBaseT no/sb3oBaTens obpaTHO B mara-
3UH.
2. YsemomieHue, KOTOPOe AOCTaBAAETCA A4 KaxKA0M yCnewHom onepauuu.

HecmoTps Ha TO, YTO MapameTpbl peaupeKTa COAEPIKAT BCIO HE0OX0AMMYI0 MHPOPMALMIO O pesynbTaTte
nposeaeHna onepauynu, UCNoab3oBaTb UX PEKOMEHAYETCA TO/IbKO AN 0TOOpaXKeHMa NoAb30BaTe/to Creuu-
drYECKUX CTPaHUL, Hanpumep, cooblueHnn 06 owmnbKax.

YBegomneHua goctasnaetca 6onee 6esonacHbiM cniocobom, Yem napameTpbl peanpeKTa. Kpome sToro,
yBeAoMNeHWe byaeT AOCTaBAEHO AaXKe B TOM C/lydae, ecv onepauus BbiNoAHWAACh YCNelwHo, a NoAb30Ba-
TeNb M0 KaKon-n1Mbo npuunHe He A0XAANCA pe3yabTaTa UAK He NPOCAeA0Bas Mo nepeHanpasaeHmto.
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8. Pabota c 3D Secure

8.1. O06wasa nHpopmaumsn

Ecnun 3aTpeboBaHO NpoBeAeHNe aBTOpPM3aUMM C Ucnosib3oBaHnem 3D Secure cucTtema HanpaBAAET HO-
Mep KapTbl KAneHTa B MPI, 4yTob y3HaTh, y4acTByeT v KapTa B nporpamme 3D Secure. Bo3amoKHbI cneaytowme
OTBETbI:

1. KapTa He moxeT 6biTb aBTOpPU30BaHa € ucnosb3oBaHnem 3D Secure. B atom cnyyae cuctema
610KMpPYET NPOBEAEHNE aBTOPU3ALMKN M BO3BPALLAET KIMEHTY COOTBETCTBYHOLLMNIM OTBET.

2. Kapta moskeT ucnonb3osaTb 3D Secure, ogHaKo He y4yacTeyeT B nporpamme (Non-Participation).
AyTeHTMdMKALMA KANEHTA He TpebyeTca, M cucTema NpoBOAMT aBTopmsaLmto. Mpu aTom B BaHK-
3KBanep nepegaeTca meTka 06 ncnonbsosaHmm 3D Secure 1 HA TaKyHo TPAH3AKLMIO PacnpoCTpa-
HAETCA NepeHoC OTBETCTBEHHOCTM.

3. HKaprta yuactsyeT B nporpamme 3D Secure. B 3Tom cnyyae NnpoBoAUTCA ayTEHTUPUKALLUA: KNIUEHT
Hanpae/IAeTCA Ha calT baHKa-aMUTEHTa, rae BBOAUT CBOM NAaTeXHbIM Naposb AMbo ogHopa3o-
Bblli Naposib U3 SMS-coobuieHus.

AYTEHTMd)MKaLI,VIFl K/IMeHTa MOKET 3aBepPLLINTbCA OAHUM U3 Cheayrownx pe3ynbtaTtoB:

1. KnueHT ycnewHo npowen ayTeHTUMdMKaumio.
2. AyTeHTMdMKaLMA He NpoBeAeHa, HO NOMbITKA NpoBeaeHNn 3adpurcnposaHa (Attempt).
3. KnueHTa He 3aBepwna ayTeHTUPMKALMIO IMBO NpoM30LLIa CUCTEMHAsA OLIMBKA.

B nepBbIxX ABYX C/Iy4asax CMCTEMa NPOBOAMT aBTOPM3aLIMIO M Ha TPaH3aKLIMIO PacrnpoCTPaHAETCA NepeHoc
OTBETCTBEHHOCTU. B nocnegHem cnyydae cucTema OTKAOHAET aBTOPU3aLMIo.

HesaBucumo oT otBeta MPI 1 pesynbTata ayTeHTUPUKaLMU, CUCTEMA YCTaHAB/IMBaEeT B 3aKa3 ¢nar
secure3d=1.

8.2. [paAmoir npoueccuHr

[ns Toro 4yTobbl cMcTeEMa NonbiTasacb NPOBECTM aBTOPM3aALMIO C Ucnonb3oBaHMem 3D Secure, BMecTo
onepauuit authorize/rebill Heobxoanmo 3anpalumnsaTth cooTBeTcTBeHHO authorize3d/rebill3d.

Ecnn 6b110 3anpolieHo nposegeHue onepauun authorize3d/rebill3d, BoamoxHbI cneaytome oTeeTbI
cucTembl:

1. KapTta nogaep:kumBaet aBTopum3saumio yepes 3D Secure. B aTom criyyae B oTBeTe byaeT nepesaHa
onepaums prepare3d, B nose form ykasaHbl napameTtpol HTML-popmbl, KOTopyto HeobxoaMmo
0TO6pPa3nTL nosib30BaTeN!to.

Koraa nonb3oBatenb oTnpasuT Gpopmy (3To MoXKeT bbiTb cAenaHO aBTOMATUYECKM), HauHeTcA
npoueaypa ayTeHTUOUKALMM Ha CTOpOHe H6aHKa-aMUTEHTa.

B c/iyyae ycnewHoro npoxXosKAeHWa ayTeHTUdMKauMu, B CUCTeMe NpOBOAUTCA onepauus
authorize, nocne yero nonb3oBaTesnb NepeHanpasaseTca Ha URL, yKa3aHHbIN B CBOWCTBe caliTa.

2. AyTteHTMdUKaumMA He TpebyeTca. B 3Tom caydae NpoBoAMTCA aBTOpPU3aLMA C MeTKol “attempt”,s

oTBeTe byaeT nepenaHa onepaums authorize.
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3. AsTopusauma ¢ ucnonb3oBaHuem 3D Secure HeBO3MOXKHA. B oTBeT nepegaerca onepauma
authorize co ctatycom failed.

8.3. [lpoueccuHr yepes nnaTexkHy popmy

Mpu oTnpaBKe 3anpoca Ha on/iaTy Yepes naaTexkHyto dopmy MoxKeT bbiTb NnepedaH ¢nar force3d, KoTo-
pbIli yKa3bIBaeT Ha TO, YTO HE0B6X0AMMO MPOBECTM aBTOPM3aLMIO C Ucnonb3oBaHnem 3D Secure. ITo ABnAeTCA
3KBMBaNIEHTOM NpoBeaeHMA onepaunun authorize3d npu npaMom npoueccuHre.

8.4. Aktusauua n 3D Secure

[na Toro, 4tobbl cMcTema nonbiTanacb NPOBECTU aBTOPM3ALMIO C/TY4aNHOM CyMMbl C UCMOJ/Ib30BaHNEM
3D Secure, B 3anpoce activation HeobxoamMmo nepeaaTb Nnapametp try3d.

M3HayaNbHO cMcTeMA NbITAaeTCA NPOBECTU aBTOPU3aLUMIO 06bl4HbIM cnocobom. Ecan aBTopusaums oT-
K/IOHAETCA, N Y CUCTEMBI €CTb OCHOBAHMA NonaraTb, YTO MO AaHHOM KapTe BO3MOMHbI NATEXM TONbKO Yepes
3D Secure, aBTOMaTM4ECKM CneayeT BTOpan NONbITKa nposBectn asTopusauymio ¢ 3D Secure.

Bo BTOpOMm c/ydae B cucTeme CO34al0TCA ABa opAepa C 0AMHaKoBbIM 3HadyeHnem merchant_order_id,
M3 KOTOPbIX TO/IbKO BTOPO MOXET NO/Ily4nTh cTaTyc authorize (ycnewHana asTopusaums).

Ecnv aBTOpPU3aUmMA Hbina ycnewHo NpoBeaeHa Kaknm-nnmbo obpasom, byaeT oTnpaB/ieHo yBeaoMAeHNe
06 ycnewHol onepaumm authorize.

8.5. 06paborka popmbi 3D Secure

Ecnv npoucxogmT NpAMON MNPOLECCUMHT C Mcnonb3oBaHMem 3D Secure, B OTBET Ha onepauuio
authorize3d/rebill3d cuctema sosspauiaet napamerp <form>, B KoTopom HaxogAaTca napameTpbl HTML-
dopmbl. ATy dopmy cnenyeT MHTEPNPETUPOBATL KaK CTaHAAPTHYHO cTpoKy B popmate QUERYSTRING, anro-
pUTM ee 06paboTKM cneaytowmii:

1. Pa3butb cTpoKy no cumBosy “&”, B pesynbrate obpasyercAa Habop nap 3HayeHui dopmata
“name=value”

2. Kaxkpas napa pasbuBaercs No cumeoy “=", BTOpoe No/lyYeHHOe 3HaYeHne cneayeT NponycTuThb
yepes ¢pyHKumMio URL Unescape (RFC 3986).

3. Cdopmuposatb HTML-dpopmy, B ee aTpubyTtax yKasaTb method="post”, action="<action>",
roe<action> - COOTBETCTBYHOLMI NAPaMETP, NONYYEHHbI U3 CTPOKM.

4. OcTtanbHble NapaMeTpbl opopMAAIOTCA KaK CKpbITbie (type="hidden”) c umeHam v 3HaYEeHMAMM
TAaKMMM, KaKue 6blIM NONYUYEHbI U3 CTPOKMW.

5. [Ona ypobcTBa KAMEHTOB peKOMEHAYeTC OTnpaBaATb 3Ty GOpMy aBTOMATUYECKHU, T.K. OHA He
COAEPKUT HUKAKUX AaHHBIX, KOTOPbIE KAUEHT MOMET KOPPEKTMPOBATb UAN BBOANUTb CAMOCTOA-
TenbHo. Popma npmBeaeT KAneHTa B MHTepdeinc baHKa-aMUTEHTA, B KOTOPOM OCYLLECTBAAETCA
ayTeHTUdMKaLmA.
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9. Knupwunr

9.1. O6wasa nHpopmaumsn

MoA, KNMpMHrom noapasymeBaeTca npoueaypa cnucaHma 3ab10KMPoBaHHOM (aBTOPM30BaHHOM) CyMMbI
C KapTbl KNMEHTa.

Cucrtema npeaocTasifaeT napTHepPam BO3MOMKHOCTb YNPaBAATb KANPUHIOM CAMOCTOATE/IbHO Ha YPOBHE
Karkaoro opaepa. Ecan takolh HEOBX0AMMOCTU HET, CYLLeCTBYeT BO3MOXKHOCTb BKAOUYUTb aBTOMATUUYECKUIA
KAMPUHT, NPY KOTOPOM cucTema byaeT nposoamnTb Heobxoanmble onepaumm 6e3 BmellaTebCTBa NapTHepa.

[na Bbibopa pexknuma KAMpUHra U U3MEHEHUA HaCTPOeK caiTa, CBA3aHHbIX C HUM (Bpems 3a4epiKKH,
paspelleHMe onepaunn pPy4yHoro KAvMpuHra npu pabote B aBTOMaTUYECKOM pexnme) Heobxoammo obpa-
TUTbCA B CNYXKOY NoAAEPIKKN.

9.2. ABTOMATMYECKUI PEKUM

Ecnv ona marasvHa BKAKOYEH aBTOMATUUECKUIA KAUPUHT, CUCTEMA aBTOMATUUYECKM NPOBOAUT ONepaLmio
settle ona Kaxgoro opaepa.

KAMPUHI NpoBOAMUTCA Yepe3 HEeKOTopoe Bpems Mnocie aBTopusauuun. CucTema no3BoAET YCTaHOBUTb
BpPEMA 334ePKKN AR KaXKA0ro caliTa OTAesIbHO, MO YMO/IHaHUIO OHO COCTaBAAET 6 Yacos.

Ecnun 6nokunposKka bblna cHATa (onepauus reversal) Ao Toro, Kak 6bin NpoM3BeaeH KAMPUHT, onepauus

CNUCaHWA NpoBeseHa He byaer.

9.3. PyuHOI1 pexxum

[na Toro, YTob6bl NPOBECTU KANPUHT BbIBPaHHOTO opAepa, Hy»Ho oTnpasuTb B APl 3anpoc Ha onepauuio
settle.

Onepaumio MOXHO NPOBECTU TONIbKO OAMH pa3 ANs Kaxaoro opaepa. Opaep AomkeH bbiTh B cTaTyce
authorize.

Ecnu ana caitta BKAOYEH aBTOMATUUECKUI KIMPUHT, 3TO HE UCKN0YaeT BO3MOXKHOCTU NPOBECTM Onepa-
umto settle B pyyHOM perkmume, ecam ecTb Takaa HeobXoANMMOCTb.
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10. MMpoBepeHUe TECTOBbIX TPAH3aKUUN

10.1. O6wan nHpopmauua

TecToBble TPaH3aKLUUM NPOBOAATCA TO/IbKO Yepes TeCTOBbIVM TepMMHan. JocTyn K TeCTOBOMY TepMUHaNy
MOHO MOJIYYNTb Yepes CAyKOY NoanepKKU.

Homep KapTbl 4519 NpoBeAeHMA ycnelwHbIX TECTOBbIX TPaH3aKunii: 5276440065421319. lata uUcteyeHus,
CVV/CVC koga, n npoumne Tpebyemble NnapameTpbl AOMNycKatoTcA Nobble, eCNU OHU NepeaaHbl B NPaBUAbHOM
dopmare.

MoBeaeHMeM TeCTOBOrO TePpMMHaNa MOMKHO YNpaBaATb, nepeaaBas ocobble MeTKM B nose 3anpoca
cardholder.

NogaepmnBaemble BApMaHTbl:

3HaueHue nonsa cardholder MNoBeaeHue TepmuHana

decline me TepMWHaAN OTKNOHSET TPaH3aKLUMIo

decline 2D but not 3D TepmuHan OTKNOHAET 0ObIYHYIO aBTOPU3aALMIO, HO NPOMNYyCKaeT
¢ 3D Secure (Mcnonb3yeTca AnA TECTUPOBAHUA MEXaHU3Ma
try3d)

decline after authorize TepmuHan OTKNOHAET onepauuto cneaytollyto nocne authorize

decline settle TepmuHan OTKNOHAET onepauumtio settle

omg error TepMuHan reHepupyeT owmMbKy Npu NpoBeaeHMM onepauum
authorize

omg error after authorize TepMuHan reHepupyeT owmMbKy Npu NposeaeHUN onepaumi
cnegyowen nocne authorize

zoidberg TepMunHan reHepupyeT oWMBKY 0 HeAOCTaTOMHOCTU CPEeACTB Ha
KapTe

bank timeout IMynnpyeTca TalimayT Npu NOAgKAIYEHUM K BaHKY

bank error AmynupyeTtca ownbKa Ha cTopoHe HaHKa

10.2. WUcnonb3osBaHue 3D Secure

TecToBbI TEPMMHAN MOALEP!KMBAET BO3MOXHOCTb MPOBECTU TPAH3aKUMIO C Mcnosib3oBaHvem 3D
Secure. YKa3sblBas cneupasnbHble 3Ha4YeHMs B MOAAX AaTbl UCTEUEHMA KapTbl (MecaL, v roa), MOXKHO 3MyaMpPo-
BaTb 06pabOTKy KAapT C pa3HOM CcTeneHbto noaaep*Kku 3Ds.

3TW 3HAYEHMA MOXKHO KaK nepefasatb B APIl-3anpocax, Tak W yKa3blBaTb Ha NAaTeXHOM cTpaHuue. OHM
6yayT obpabaTtbiBaTbCcA crneumanibHbiM 06pPa3om TONbKO B TOM C/yvae, ec/in 3anpoLleH NpoueccuHr ¢ 3-D
Secure (3anpolueHa onepauma authorize3d nau nepepaH dnar force3d/try3d cootsercrseHHO).

TecToBble KapTbl:

MasterCard: 5555 5555 5555 5599 cvv: 111
Visa: 411111111111 1111 cwv: 111
MIR: 2200 0000 0000 0053 cvv: 111
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Mecsay lopg, Oxupgaemoe nosegeHue
02/05 *¥*%) Success
03/04/07/08/09/10/11/12 *E%0 Decline

10.3. Ponu nonb3osaTteneu

[NaBHbIN aKKayHT NO/1b30BaTENSA, KOTOPbIN NepeaaeTca KANEHTY, ABAseTca AgMUHUCTpaTopoM. M3 aToro
aKKayHTa MOXKHO £06aBAATb APYrMX Nosib3oBaTeNnen, KoTopble 6yayT UMeTb A0CTyn B UHTepdEc napTHepa.
[ns sTnx nonb3oBaTeneit MOXKHO BbibMpaTb 0gHY U3 poneit: MeHeakep, Onepatop, CotpyaHuk Cb.

B Tabnmue nepeuncaeHbl poan n 4OCTynHbIE UM AEACTBUA.

Ponb [ocTtynHble aencTBuUA
Onepatop MpocmoTp: 3aKasbl U onepaLmn, CaiTbl, NPOEKTbI, }KyPHabl OWNOOK, aKkKa-
YHT, CTaTUCTMKa, aHaINTHKA
ApgMmuHucTpatop | MpocmoTp BCeX pa3aenos, MPOCMOTP CMCKA Nonb3oBaTenen, gobasneHme un
pefaKTUpoBaHMeE No/ib3oBaTesNel

MeHepasep Mpaea onepaTopa, NAOC NPoBeAeHUe onepaumii Hag, 3aKka3amu
MeHegkep caita | JocTyn K NpOCMOTPY M YNPaB/eHNIO 3aKa3amm TO/IbKO OAHOrO caiTa
CotpyaHuk Cb MpaBa onepaTtopa, NAKOC AOMNONAHUTENbHbIE: NPOCMOTP CMKUCKA Noab3oBaTe-

neﬁ, p,o6aBneHme 3aKa30B B CTON-INCT, yaaneHne n3 cton-nncta
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11. ®dopmupoBaHue napameTpa extended

MapameTp extended gonkeH cogepkatb JSSON-CTPYKTYpY € LONOAHUTENbHOW MHPOPMaLMel o nna-
Texe:

Mpumep nepegayun obbekTa B napamerpe extended.extraobject:

{"extraobject":{"namel":"valuel","name2":"value2",...}}
Mpumep nepenayn npocToro 3HayeHua extended.extrascalar:

"o

{"extrascalar":"value"}

MonHbIN NepeyveHb BO3MOXKHbIX nonen extended cmoTtpetsb B “Mpumepbl nonsa Extended”.

MapameTp extended gomkeH cogepxatb JSON-CTPYKTYPY C AONOJIHUTENIbHOM MHPOPMALMEN O NaaTexe:

Mapametp OnucaHue MapameTtp
extended.facilitator MapameTp ana paboTbl cxem {"facilitator_id": "12345"}
dacunutatopckoin / DWO
CXEM.

AKTyaneH ToabKo ana paboTol
B paMKax 3KkBalepa BTb

extended.electronic_receipt OTnpaBKa 4Yeka B OrangeData | {"electronic_receipt": {
ANA yaosneTsopeHua Tpebo-

BaHWi 3-54 CTpyKTYpy Yeka cm. “Aonon-

HeHuA K APl Gateline B pam-

Kax 54-®3”
b
extended.electronic_receipt_mk | OTnpaBKa YeKka B MynbTu- {"electronic_receipt_mk": {
KapTy ans yaosnetTsopeHums "device": "auto", "cli-
TpeboBaHui $3-54 ent_id": "1", "password":

1, "request_id": "8",
"document_type": 0,

"lines": [{ "gty": 2500,
"price": 10000, "pay_at-
tribute": 4, "tax_id": 1,
"description": "Bynouka ¢ ma-
Kom" Lo "qty": 500,

"price": 200000,
"pay_attribute": 4,

"tax_id": 2, "descrip-
tion": "UKpa yépHan, 6akna-
»KaHHaA" H,

"non_cash": [125000],
"tax_mode": 1,
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"phone_or_emai
ample.com", "place":
"www.example.com",

"full_response": false }}

user@ex-

extended.webrebill CoxpaHeHue KapT Ha nnatex- | {"webrebill": { "allow_re-
HoM popme yepes npuBasKy K | bill": "1", "allow_save":
NAeHTUPUKATOPY KAMEHTA "1, "customer_id":
"123456" }}
extended.dsrp Ons nepenayun gaHHbIX NO "caw": "xxx", "dsrp":1,
dsrp Heobxoanmo nepeaaTb "waid": 103, "xid": "xxx"

OOMNONHUTENbHYI0 MHbOpPMa-
umio B extended.

Heobxogumble napameTpsbl:

- dsrp: ¢nar nposeneHuA
TpaH3aKuUMK No yKasaHHoOMY
npoToKoNy;

- xid: ng TpaH3aKkumm, nony-
yeHHbI oT apple/android/etc,
40 cumB0/10B;

- cavv: KpMnTorpamma, rnony-
yeHHasn oT apple/android/etc,
28 CMMBOJ10B;

- waid: ngeHTndMKaTop cep-
BMCa

ans Apple Pay - «103»;
ana Android Pay - «216»;
ana Samsung Pay - «217»

ona Masterpass - master-

pass_id

extended.send_link Bo3morkHocTb nepeaaun mep- | {"send_link": { "email":
YaHTOM ¢nara Ha OTNPaBKY "1, "sms": "1" }}
sms/email KAMeHTy CCbINKKU Ha
checkout

Ccbl/IKa Ha NAaTeXHyo
dopmy byaet otTnpassieHa Ha
NoJlydeHHble OT MepyaHTa na-
pameTpbl phone / email
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[ AT |
| INCL

extended.mita

JononHutenbHble aTpnbyThbI
TpaHsakuuu (Merchant Initi-
ated Transaction attributes).

Bo3morKHble 3HaYeHusA:

1 — TpaH3aKuua MHULUUPY-
etca TCI c BBOAOM KapTou-
HbIX AAaHHbIX U3 XPaHUAULLA
TCMN(Ucnonb3yeTtca npu pe-
KYPPEHTHbIX NaaTexax);

2 — TpaH3aKuma UHULUNPY-
eTca geprkaTesiem KapTbl €
BBOZAOM KAapTOYHbIX AAaHHbIX
13 xpaHunuuia TCMN(Ucnonb-
3yeTCcs NPU PEKYPPEHTHbBIX
nnaTexax);

4 — dnar MIHUTHOM TPaH3aK-
uuu.

O6nA3aTteneH npu npu nocne-
[yloLLEeM BbINOJHEHUM peKyp-
PEHTHOrO naTexa

{"mita": "1"}

extended.orig_order_id

NaoeHTUdMKaTOp MHUTHOIO
naaTexa.

MapameTp Ucnonb3yeTcs npu
BbINONHEHUW PEKYPPEHTHbIX
naaTexxen, ANA CBA3U PeRyp-
PEHTHOTO NaTexa C ycTaHo-
BOYHbIM M1ATEXOM.

NCTOYHUK AaHHbIX - order_id
noJie 0TBETa Ha UHUTHYIO one-
pauuto. Obs3aTeneH npu Bbl-
NOJIHEHUWN PEKYPPEHTHOTO
naaTexa

{"orig_order_id":
"689b987e82aal17d51518077
81360baf9"}

extended.wallet

Homep n HaumeHoBaHUe
3/IEKTPOHHOrO KOLLenbKa no-
nyyartens.

MapameTp cneayet nepeaa-
BaTb, C/IN AEHEXHble cpes-
CTBa, CMMCbIBAaEMbIE C KAPTOY-
HOro cyéTa gepKatens, npea-
Ha3HayeHbl Ans

{

"wallet":
"111222333444555_0987654
321"

}
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nonosiHeHWs 6anaHca anek-
TPOHHOTO KolweNbKa.

Mpvmep 3aNoNHeHUn:

111222333444555_09876543
21

roe:
«111222333444555» — Ho-

Mep 3/1.KoWeNbKa,

«_» - pasgenuTennd (HUXKHee
noa4YépKnBaHune)

0987654321 — HH onepa-
TOpPa 3/IEKTPOHHOrO KO-
WwesibKa

extended.client_browser_info

Bnok gaHHbIX 0 bpaysepe
KAMEeHTa UCMONb3YeTCA B Tep-
MUHanax 6aHka MAO BTb

Cm. 3.3.3 (MpumeHeHne
Authorize3d)

MHCTPYKLMA NO MHTErpaumnm

gr_sbp

Mone “grurl” reHepupyroTCA
ecnu B none “extended” 6bin
nepegaH napameTp gr_sbp:1

{"qr_sbp":1}

extended.layout

dopmupoBaHue NnaTerKHOM
¢$bopMbI C yKa3zaHHbIM Wabno-
HOM

{"layout" :"test_form"}
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